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Set Up Scans
1. From the Scanning menu, click Configuration.

2. Click New to create a new scan.
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TrustKeeper
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Scanning Scan Overview EEeNILVERL] Reports Disputes Exceptions Notifications Account

no system notifications

External Targets 18/250 Scans 217/250 License Expires 2016-03-02

+ m] - ~
~ All Values . . .
Naw ScanMow  Delete  Edit  Clane  Enable Calumns Refresh Configuration Details
1} Configuration Name Status Scan Type Schedule | Next Scan %
Multi Test Enabled  Vulnerability Scan Weekly 2014-12-05 10:57  ~
Configuration Name
TWMparentPClidentwklyFroms20 Enabled  PCI Sean Weekly 2014-12-10 10:05
Scanner
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3. Next, name the scan and select a scan type. Advanced configuration is available, but default values
are provided. Click Next to continue.

Scanning Scan Overview Configuration Reports Disputes Exceptions MNotifications Account

no system notifications Customer: TVM_Parent | Change ][ Support & Help ¥_|

External Targets 107/200 Scans 59/200 License Expires 2020-04-02

Settings )i i )

Basic Configurations ¥ Advanced Configurations

Live Host Discovery Light TCP/UDP scan: common ports (default)

Configuration Hame # Test Scan|
Scanner External ICMP Ping only
Medium TCR/LDP scan

Scan Type @ Vulnerability Scan
Comprehensive: 65K TCP parts and more

(O Pcl Scan

Port Service Fingerprinting Light TCR/UDP scan: common ports

Live Host Discovery
Medium TCP/LDP scan

@00 O00®

Comprehensive: 65K TCP ports and more (default)

@]
O Port Service Fingerprint
O

HIPAA Scan

Mote that the TrustKeeper external scan will originate from IP addresses in these ranges:
204.13.201.0/24 (204.13.201.1 through 204.13.201.254)
64.37.231.0/24 (64.37.231.1 through 64.37.231.254)

Next l Save & Exit “ Save
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Set Up Targets

Enter one or more IP addresses, ranges, domain names, URLs including protocol (http:// or https://) with
or without subdirectories, or network blocks in CIDR format. Click Next to continue.

Scanning Scan Overview Configuration Reports Disputes Exceptions Notifications Account

no system notifications Customer: TVM_Parent | Change Customer | [ Support B Help v _|

External Targets 111/200 Scans 59/200 License Expires 2020-04-02

Settings /7 Scan Targets 7 /

+ (Q. Al values b

Add Targets ) Included Targets  [mport Agents Delata

203.0.113.5/30 (Documentation Example)

Examples: [P Address: 192.168.0.1 "Optional Name"
IP Range: 192.1668.1.1-192.168.1.255 "Optional Name"
CIDR Block: 10.10.10.1/24 "Optional Name"
Domain Name: www.trustwave.com "Optional Name"
URL: http:/fwww.trustwave.com/example "Optional Name"

Displaying 1 ta 1 of 1

P Exclude Targets

Note that the TrustKeeper external scan will originate from IP addresses in these ranges:
204.13.201.0/24 (204.13.201.1 through 204.13.201.254)
64,37.231.0/24 (64.37.231.1 through 64.37.231.254)

[ Cancel l [ Back H Next ] [ savemEat || save

Note: A URL must start http:// or https:// and can include subdirectories. A domain entry
cannot include subdirectories.
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Configure Schedules

On the Schedule pane, choose when the scan should run. You can choose an immediate one-time scan,
or schedule a scan to run once, weekly, monthly, or quarterly. You can select the time zone to be used.
The default time zone matches the configuration of your browser. Click Save & Exit.

Scanning Scan Overview Configuration Reports Disputes Exceptions Notifications Account

Customer: TUM_Parent |_Change Customer | [ Support & Help v |

no system notifications

External Targets 111/200 Scans 59/200 License Expires 2020-04-02

Settings P Scan Targets P Schedule pi
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=]
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Displaying 1 to 2 of 2

Mote that the TrustkKeeper external scan will originate from [P addresses in these ranges:
204.13.201.0/24 (204.13.201.1 through 204.13.201.254)
64,37.231.0/24 (64.37.231.1 through 64.37.231.254)

o ][ Seve |
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Configure Notifications

1. From the Scanning menu, click Notifications.

Scanning Scan Overview

Configuration Reports Disputes

Exceptions Account

Support & Help

no system notifications

ﬂ You are editing notification preferences for user TVM_Parent.

Send 3 notification whan the status of disputes changes (Approved, Danied, Need More Infarmation)
Send 3 notification whan disputes that hava been submitted are near axpiration

Send a notification whan a scan changes status (Started, Completed)

Send a notification before a scan starts

1 hour prior

24 hours prior
D 48 hours prior

[ 72 hours prier

E-mail alerts can be sent instantly when a key event occurs. To help keep on top of the latest changes, select the notification checkboxes below.

Cancel || Save
1. To view results of scans, from the Scanning menu, click Reports.
Scanning Scan Overview Configuration Reports > Results Disputes Exceptions Notifications Account
no system notifications Customer: TVM_Parent | Change Customer | [ Support & Help ¥ |
l 6633-2-TVMparent v ] [ 2015-06-04 04:05:26 v ]
Summary Vulnerabilities Asset Inventory Targets Live Host Discov...
& f5d B ‘ B m A [+
Dispute  Rescan  Compare Generate Repart Columns  Export Refrash
£} status 1P Domain Vulnerability Name Pratocol Port Sewerity PCl cVE
0 10.70.33.12 Multiple Cisco 105 Session Initiation Protocol Denial of - 0 CVE-2008-3799, CV... | *
0 10.70.33.12 Cisco 108 Multiple Features IP Sockets Denial OF - 0 CVE-2009-0630
D 10.70.33.12 Cisco 105 Software Multiple Features Crafted UDP - o CVE-2009-0631 =
10.70.33.12 TCP State Manipulation Denial of Service - 0 CVE-2008-4609, CV...
D 10.70.33.12 Cisco 105 Software Authentication Proxy Vulnerability - o O CVE-2009-2863
] 10.70.33.12 Cisco 108 Session Initiation Protocol Denial of Service - 0 CVE-2009-0636
0 10.70.33.12 Cisco 108 Unified Communications Manager Express - 0 CVE-2010-0585, CV...
= 1070 3% 1 100 i H Denial of — n E-3010-NS: '
1 selected Page 1 of 11 »
. 5 x
Det: Evidence (1)  Dispute
TCP State Manipulation Denial of Service Vulnerabilities in Multiple Cisco Products (CSCsv04836, CSCsv07712, CSCsv66169, CSCsvD2768, CSCsv08325, CSCsvO8579, CSCsv08059)
Severity High
PCI Status Pass
cvE CVE-2008-4609 CVE-2009-0627 b
Description  Multiple Cisco products are affected by DoS vulnerabilities in the TCP protocol. By manipulating the state of TCP connections, an
attacker could force a system that is under attack to maintain TCP connections for long periods of time, or indsfinitely in some cases.
With a sufficient number of open TCP connections, the attacker may be able to cause a system to consume internal buffer and
memory resources, resulting in new TCP connections being denied access to a targeted port or an entire system. A system reboot
may be required to restore full system functionality. A full TCP three-way handshake is required to explait these vulnerabilities.
Remediation Please see Cisco advisory cisco-sa-20090908-tcp24 for details on the specific steps needed to be taken for your specific device and -
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PCI Disputes Management

@ Note: For non-PCl ASV scans, see Exceptions Management.

For External PCI scans, to dispute findings that you believe to be incorrect:

1. On the Vulnerabilities tab of the Report Results screen, select one or more findings using the

checkboxes, and then click Dispute.

Scanning Scan OQverview Configuration Reports > Results Disputes Exceptions Notifications Account
no system netifications Customer: TVM_Parent | Change Customer | _Support & Help ¥ |
6639-2-TVMparaent Ad I I 2015-06-04 04:05:26 v l
Summary Vulnerabilities Asset Inventory Targets Live Host Discov...
I ~
2 & B | B m~ [CAd s SRV T E—
Dispute Rescan Compare Genarate Report Columns Expart Refresh
1} status P Domain Vulnerability Name Port Severity PCI cvE
[} 10.70.33.12 Multiple Cisco 10S Session Initiation Protocol Denial of - 0 EEEEE CVE-2008-3799, CV... |*
0 10.70.33.12 Cisco 105 Multiple Features [P Sockets Denial Of 0 EEEEE CVE-2009-0630
([
0 10.70.33.12 Cisco 105 Software Multiple Features Crafted UDP 0 EEEEE CVE-2009-0631
10.70.33.12 TCP State Manipulation Denial of Service 0 EEEEE CVE-2008-4609, CV...
[l 10.70.33.12 Cisco 105 Softwars Authentication Proxy Vulnerability - 0 L @  cve-2009-2863

2. On the popup window:

e Select a reason for the dispute using the menu.

o Enter a descriptive title

e Enter an explanation that gives details of the reason for disputing this finding.

Dispute Findings for Scan

you are disputing all have a common reason to be disputed.

If you are disputing a set of findings, please make sure that the set of findings

I think this finding is an error (false positiva) v

Title  Briefly explain the details of the dispute

Windows vulnerabilities being reported on a Linux system).

Please describe in detail why this finding is believed to have been reported in error (such as

evidence provided for this dispute

Comment provide sufficient details for the ASW Enginner to understand and validate the

Cancel Save
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3. Toreview the status of disputes, see the Disputes page.

Scanning Scan Overview Configuration Reports Exceptions Notifications Account
no system notifications Customer: TUM_Parent |_Change Customer | [ Support & Help * |
| - E A | [ ShowAuto-Confirmed Disputes (o alvaes )
Reconfirm Reopen Add Info Columns Export Refresh

¥ status Series Name P Port Domain Vulnerability Name Scan Date Dispute Date | Dispute Expi...

[] Approved Parent_PCI_ident_immed 10.70.244.4 22 OpenSSH < 4.4 Multiple Vulnerabilites  2013-05-22  2013-05-22  2013-08-20 B

[[] pisputed TwMparentPClidentWklyFroms20 10.70.244.46 514 scantest-centos6-1.tw-  Unix R-Services Accessibility 2014-05-14  2014-05-20 El

[[] pisputed 6639-2-TVMparent 10.70.244.4 22 OpensSH < 4.4 Multiple Vulnerabilities  2014-08-28 2014-08-26

D Disputed B639ENtView-TVMparent-1 10.70.244.4 22 OpenSSH < 4.4 Multiple Vulnerabilities  2014-08-30 2014-08-30

D Disputed 6639-2-TVMparent 10.70.244.4 22 OpenSSH < 4.4 Multiple Vulnerabilities  2014-09-04 2014-09-04

D Disputed 6639-2-TVMparent 10.70.244.4 22 OpenSSH < 4.4 Multiple Vulnerabilities  2014-09-11 2014-09-11

D Disputed 6639-2-TVMparent 10.70.244.4 2z OpenSSH < 4.4 Multiple Vulnerabilities  2014-09-18 2014-09-18

D Disputed 6639-2-TVMparent 10.70.244.4 22 OpenSSH < 4.4 Multiple Vulnerabilities  2014-09-25 2014-09-25

Page 1 of 1

Dispute (4)

Detal Evidence (1)

OpenSSH < 4.4 Multiple Vulnerabil

Severity High
PCI Status  Fail
cvE CVE-2006-5051 CVE-2006-5052

OpensSSH prior ta version 4.4 i affected by multiple vulnerabilities that may allow for a remote attacker to execute arbitrary code on the
affected device.

Description

Remediation This issue was fixed in OpenSSH wersion 4.4. Upgrade to a recent/stable version

Exceptions Management

For non-PCI ASV scans, to apply exceptions for findings that you believe to be mitigated:

1.
checkboxes, and then click Exception.

Configuration Reports > Results Disputes

Scanning Scan Overview Exceptions

no system notifications

Notifications

On the Vulnerabilities tab of the Report Results screen, select one or more findings using the

Account

Customer: TVM_Parent |_Change Customer | [ Support & Help ¥ |

[ Parent_Full A4 ] [ 2012-04-10 02:41:05 v I
Summary Asset Inventory Targets Live Host Discov...
""‘! £ na | a' | m-~ & e All Values
Exception Rescan Compare Generate Report Columns Export Refresh
{} Status IP | Domain Vulnerability Name Pro... | Port | Se... | CVE
D Excepted 10.70.24... Open35H Duplicate Block Denial of Service Vulnerability tep 22
|:| Excepted 10.70.24... OpenSSH < 4.4 Multiple Vulnerabilities tcp 22
D Excepted 10.70.24... OpenSSH Privilege Separation Monitor Weakness tep 22 LLLLL V=1 I
10.70.24... Open55H X11 Cookie Local Authentication Bypass Vulnerability  tcp 23 Ll B cyE-200...
O 10.70.24... AJP (Apache IServ Protocol) Service Detected tcp sopg NENEE
] 10.70.24... Open35H X11 Session Hijacking Vulnerability tep ) EEEE pooqp...
.l 10.70.24... Apache Tomcat Denial of Service via Slow HTTP Requests tep soso N CVE-20i... ¥
1 selected Page 1 of 1
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2. On the form that displays, enter descriptive information and choose how widely you want the
exception to apply.

Vulnerability Exception

Exception Name # Weak Ciphers Device Exception

Description # Ignore the cipher finding on known device

Duration @) Expiration Date  07/15/2015 [

O Forever

Apply to @ This one instance of this vulnerability for this one target (IP, Domain, URL)
O All instances of this vulnerability in THIS scan configuration

O All instances of this vulnerability in ALL subsequent scans{does not include currently running scans)

P
3. To review and manage exceptions, see the Exceptions screen.
Scanning Scan Overview Configuration Reports Disputes Notifications Account
= notifications history available
- ~
| m~ [C g | L [] show Deleted Exceptions ( All values |
Delete Edit Detail Disable Clone Columns Export Refresh
Lf status | Exception Name Vulnerability Name Scan Name P Port Domain Created ... & Expiration ...
[[] Enabled  Test-0309 Remote Access Service Detected  Any 10.70.244.46 Any 2015-03-10 2015-03-20 =
|:| Enabled This Field Cannot Hold More than ... Cisco SSH Denial of Service Vuln... IVS-MixTargetTypeRegressionTest  Any Any 2015-03-10 =
[] Enabled  All Instances of this vulnerability i... Cisco 10S IPv4 Denial of Service ... IVS-MixTargetTypeRegressionTest Any Any 2015-03-10 2015-06-10 b
|:| Enabled  All Instances of this vulnerability i... Cisco IOS Secure Shell Server V... Any Any Any 2015-03-10 2015-06-10
[[] Enabled  test-0310 Cisco S5H Denial of Service Vuln... Any 10.70.33.12 Any 2015-03-11 2015-04-06
D Enabled This is the test for Exception Mam... Cisco S5H Denial of Service Vuln... Any 10.70.33.12 Any 2015-03-11 2015-03-14
[7] Enabled  This is the test for Exception Nam... CISCO IOS H.323 Protocol Imple... Any 10.70.33.12 Any 2015-03-11 2015-03-14 hd
Page 1 of 1
. x
Details Summary
~ (O, Al Values B
~ All Values
Scan Name P Port Damain Scan Date
WS- 10.70.33.12 0 2015-03-06 =
MixTargetTypeRegressionTest
VS- 10.70.33.12 0 2015-03-06
MixTargetTypeRegressionTest 5
WES 10.70.33.12 0 2015-03-06 v
Displaying 1 to 3 of 3
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