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was tasked with infiltrating a major

“ ) W i,, — retail empire on behalf of a large client. |
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The in-depth investigation led these villains

to the weakest link in the organization: the lesser-known
manufacturing arm of the retail giant.



After just
afew attempts,
the hackers had socially
engineered a key employee
at the plant which resulted
in obtaining the blueprints
to the manufacturing
huilding.

nd gain as many \
perational details as possible. -
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So, what
vuinerabilities
has your team

U

We aimed
high-powered

antenna toward the front door,

f

ired up our

hacking laptop,

and
set the trap.

We successfully captured the
passwords for hoth
the receptionist and the lead IT admin.

The informant never utters a word.
He delivers his intel and drifts
hack into the shadows of the evening.

completed
our reconnaissance.
Itis time to ready
ourselves
for what's next.

T

From the shadows,

afigure appears.

He is a disgruntied employee
who wants to help the

team wreak havoc on

the retailer that

employs him.
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The Trustwave Spiderlabs
team includes
A - penetration testers,
The sugar y incident responders,
helps me stay forensic investigators, malware reverse-engineers,
sharp. - security engineers...
Ugh! and the RED TEAM.
I'dbe
bouncing off
the walls!

It
hasn't
failed me

The hackers who are
unaware of the RED TEAM'S
actions believe that their
scheme is successfully ' Ee— : c T
proceeding unnoticed. \ QW Within hours, these had actors
had enough information
to access the company's

Cyberpunks like this group prey

on the vuinerabilities of companies lists, payment information, and pricing. They also had

both big & small to access their most access to CAD drawings of the company’s assembly il l | 4

valuabie data. lines as well as detailed operating procedure manuals. JHHHIEN o |

% They also pushed a trojan virus to a
’”//// backup server that allowed them
/HH U to circumvent the parent company’s UPN,
enabling them to hy-pass the required MFA.
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As they dove deeper into the
network, the hackers continued

The Next Day. Trustwave SpiderlLabs, Chicago.

finding more vuinerabhilities to exploit.

They used this access to
push ransomware to every
system in the environment,
including the assembly
line equipment..

The RED TEAM is preparing

their presentation for

the corporate hoard of directors
and the retailer's IT group.

They eventually penetrated

the primary domain controller,

which gave them free access : : \ = Y R

to nearly every device-hoth locally . , _—  § D We're
and across the retailer's entire network / _ 3 . RAN always




Together, the

RED TEAM and the
Spiderlabs team
meet with their
client.

The RED TEAM of ethical hackers, posing as had actors,

o uncovered all the vuinerable points In the retailer's
The operation is organization.

complete and
has heena
SUCCESS.

The presentation clearly laid out all the findings,
identifying their vuinerabilities and making
recommendations on next steps.

You did the right thing
hy starting with Trustwave testing services.
Now, our Managed Detection and Response
Services will help you to shore up your
defenses and remain secure
and protected.



When a cyhercriminal targets a
Trustwave customer,

they don't stand a

chance against

the state-of-the-art technology,
research, and people..

(
We're so thankiul N |
that the RED TEAM's ; /}'r‘._
; >
ethical hackers o, vy iperabilitie ' _
identified..  pegore any malicious )
hackers were L
able to infiltrate
our environment.
We look
forward to implementing p
MTDR and your other : A
recommendations. (% ﬂ
When can , W
we start?
Y
We can get
started right away!
Y well bring in ?,“w, e:uerts The RED TEAM and SpiderlLahs
from the Trustwave team celebrate another . a
Is customized for clients safe. that stand together to & ' "? '
your specific needs. 3

combat cyherpunks _ 4
and any nefarious threats. 4




