Trustwave

SpiderlLabs

Technology Sector
Deep Dive

Al Cyber
Arms Race


https://www.trustwave.com

Technology Sector Deep Dive: Al Cyber Arms Race



Contents

L0 4 =] o = 4
Up and Coming Al-Fueled Attacks ........... ... iiiiiiiiinn... 6
Indirect Prompt Injection Attacks in LLMs®: . .............ccciiiirnennnn.. 6
Backdoored Large Language Models”: ...........cciiiiiiirinnnnernnnnnnn. 6
Agent Card Abuse in Agent-2-Agent (A2A) Protocol®: ................ccco..... 7
The Blind Spots of Multi-Agent Systems (MAS)®: ..............ccviivennnn. 7
Email-Based Attacks: AI Themes in Phishingand Scams ............... 8
Al Tools Targeted iNPhiShiNg .. .....cuuniiiiiiiiiiiiiiieeeeennnn. 8
AlToolsas Lure inPhishing. ...........oiiiiiiiit it iiiiinaannn. 9
Alas a Clickbait Topicin Scams. ...ttt ittt i eenennnnn 10
Security Best Practices: Fighting Al Threats with Al Solutions ................ 11

3 =Y =) (=) 1 Vo <Y 12



Technology Sector Deep Dive; Al Cyber Arms Race

Overview

Artificial intelligence (AI)'! was developed to build
intelligent computers that have the capability to
mimic the complex understanding, reasoning, and
decision-making skills of humans for bolstered
efficiency, accuracey, and productivity. In just
a few years, Al has seen stratospheric levels of
advancement, prompting it to become an integral
part of the technology industry with Al-powered
models and systems being used to create disruptive
technologies and services, drive automation and
efficiency, reduce errors, improve data processing,
and boost cybersecurity?.




Unfortunately, threat actors are also using Al to change the way they
work. The threat of offensive Al®is here, and it’s being used by malicious
actors to create both stealthy attacks and effective social engineering
scams.

In this report, the Trustwave SpiderLabs team shares original research
on how threat actors are using Al to launch novel attacks on widely
used large language models (LLMs) and exploit vulnerabilities. The
Trustwave SpiderLabs research also provides real-world examples of
how threat actors target organizations in the technology industry by
using Al to steal user credentials and lure users into falling for highly
targeted phishing scams, capitalizing on users’ interests on new and
useful Al-fueled technologies.

This report is part of the 2025 Trustwave Risk Radar Report for the
Technology Sectort, an overarching report that offers a deeper
understanding of the most pressing threats and risks affecting the
technology industry today.
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Up and Coming Al-Fueled Attacks

Trustwave SpiderLabs has conducted forward-looking research into Al and the tech industry, and how it is being used by

malicious actors for a variety of attacks:
Indirect Prompt Injection Attacks in LLMs®:

Malicious actors can launch indirect prompt injection attacks
in LLMs by implanting a malicious prompt or instruction — one
that can poison the model - in emails or shared documents.
For example, researchers® used a hidden malicious instruction
in an email to get an LLM model to inform a user that their
password was compromised and needed to be changed.
When the user performs the task, the LLM exfiltrates the
user’s new password.
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Backdoored Large Language Models"

Threat actors can embed malicious prompts into a layer
inside the LLM, allowing the backdoor to be active either
when a specific trigger is tripped or at any time. For example,
if the backdoored LLM is used to create code, that code can
add additional functions to the end of code snippets. This
emphasizes the importance of only downloading LLMs from
trusted sources and executing them using the lowest privileged
user setting required to carry out the intended actions.



Agent Card Abuse in Agent-2-Agent (A2A) Protocol’:

The A2A protocol, which facilitates the communication
between Al agents, can be abused for agent-in-the-middle
attacks. This occurs when a compromised agent is used to
craft an agent card with exaggerated capabilities, prompting
the host agent to pick the compromised agent every time for
every task. When this happens, the LLM can return erroneous
results and the threat actors who control the compromised
agent can capture critical data.

The Blind Spots of Multi-Agent Systems (MAS)’:

MAS operates as a coordinated swarm of Al agents that work
together to efficiently share data, solve complex problems,
and perform large-scale tasks. However, when multi-agent
systems interact with untrusted external entities, the system
assumes they are trustworthy. This allows for the introduction
of different risks and threats into the environment. This report
provides attack scenarios and their respective resulting
impact.

Aside from SpiderLabs’ original research, other security researchers recently published a report about slopsquatting™, a new
kind of supply chain attack that involved LLMs. One unfortunate aspect of Als is that at times LLMs hallucinate or produce
erroneous or misleading outputs. In the case of slopsquatting, LLMs used to develop code can sometimes hallucinate non-existent
open-source package names. Threat actors capitalize on the hallucination and create a fake package with the “hallucinated”
information, insert malicious code, and publish it into an official repository. This would prompt users who use the same LLM for

code generation purposes to download the malicious package.



Email-Based Attacks:
Al Themes in Phishing and Scams

Let's look at some real-world email-based attack samples From  Opendl Payments < -@
that capitalize on Al’s ability to lure victims in the technology L S bletins
N . B N Subject Payment Declined - Immediate Action Required
sector into falling for phishing attacks. n
Al Tools Targeted in Phishing
OpenAl
The phishing message below is from a campaign that targeted
ChatGPT user credentials. The message is purported to be
from OpenAl, the company behind ChatGPT. The recipient is Hello,
instructed to click the “Update Payment Information” button We regret to inform you that your latest subscription payment for ChatGPT

was unsuccessful. This means we were unable to process your monthly
payment.

to supposedly resolve an issue about a failed ChatGPT
subscription payment. Once the recipient clicks on the , , ,

| . . To avoid an interruption in service, please update your payment information
bUtton, the user Is red|reCted toa fake OpenAI WebSIte. as soon as possible. If we do not receive your payment within the next 7

days, your subscription will be canceled, and you will lose access to
ChatGPT.

Update Payment Information

()  https://fnjrolpa.com/snuylbadneclacsc

Figure 1. A phishing email that targets ChatGPT user accounts.
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Upon further investigation, we discovered the link on the
message is no longer active. However, the domain fnjrolpal.]
com is known to lead to various fake OpenAl phishing pages
designed to collect credit card information and ChatGPT
user credentials. Threat actors also can use paid ChatGPT
accounts to assist with constructing attack scenarios,
and to take advantage of extra features associated with
subscriptions, such as multi-modal processing of images,
sound, and text and access to newer, better Al models.

Al Tools as Lure in Phishing

In carrying out phishing attacks, threat actors often exploit
new technologies to increase their attacks’ likelihood of
success. In the example seen in Figure 2, Microsoft Copilot is
used as bait to engage users to respond to a phishing attack.

The message was sent using an onmicrosoft[.Jcom domain
via a compromised Microsoft 365 email account. It mimics an
email digest from Microsoft Teams with Copilot integration.
The From line says, “Copilot Teams” while a link anchored to
the text “Go to message” is disguised with a hover text as a
resource leading to a fake Copilot dashboard.

The fake Copilot dashboard link contains a SendGrid
URL. SendGrid, a legitimate but widely abused bulk mailer
platform, with links that are often used in phishing attacks.
The URL used in the attack we observed was inaccessible at
the time of analysis, but it led to a credential phishing page.

From Copilot Teams <

To @
Subject digest for :01/30/2025

.onmicrosoft.com> @

1/31/2025, 2:57 AM

”

Microsoft Teams

. ) reply your message: Thurs 30/01/2025 7:50 am
SUBJECT: Incoming/Due Payment File.
Hello, Please review***** payment file*******send remittance confirmation@)
: | Cuentas por pagar, E: | Read

full message below.
Go to message,

co-pilot dashboard

Unsubscribe « Privacy statement

(@) https://u50093992.ct.sendarid.net/Is/click?upn=u001,BIGmQveli-2BIUNzW- 2B-2FLSziGtRIQaMbarUt5Sz-2FwGUoBADkirrK7a2t- 2Bx9Cb9-2BB...

Figure 2. A phishing email using Microsoft Copilot as a lure as seen in
the From address and link hover text display.



Al as a Clickbait Topic in Scams

Below are scam emails with a DeepSeek theme, which entices
recipients to sign up for a bogus webinar. The domains on the
From email addresses are newly created and appear to be
randomly generated.

From jason <jason@okbko.cn> @

Te @
Subject DeepSeek AN EEEERTAERHRSUEENRF

9:51 AM

DeepSeek + A& REEEKWHREWEEDIZAH

+AMREEE

[5A21-22B &) [38000/A) (&%, BE, F&)
BE: I8 18917107812 (RE) | SEE@mET: WEEEE pom111@163.com

EEE:

BEEATERE (A) R UERE, ClEEFRREEANSE RTINS .
FESSYEFAREDeep Seek TERE, ARIXZOMMAHRTERE [ AIATFERTIESH
& EGartnerfml. B2025%, HREBITREMEAES, FHERFSERUTEESMET
R, MEsesE, Sl solitirecaEil.

From marry <marny@wjwa.cn>
Ta il
Subject ANGREERER: Al DecpSecKINEREN R SEHRMGERF

5872025 10:52 PM

AIRREERRIG: Al& DeepSeeKENHEEEN 2 SERIGHEEIEF

— AAGSHE, 558, oS, BE FNAREET BSathEeg —

SEHIEVIE, ERRERALERE IR

[68138 =] [9A26H =] [22807/A ] (&%E, &)

IBEEEE: ST 1801852 8935 (MR) , iBT: SSEAE pxbm111@163.com

R

FREESSTIFGAL OEREE, EEE IEE0ANLE, SEBTRIAIREA R

(ETIERE, BT edEEnaRar ARaAt.

1EEREE: TRATEERS., hissss, Bahlsis, ~
fi=) Done

Figure 3. Spam emails offering DeepSeek webinars through WeChat.
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Email recipients are encouraged to join fake DeepSeek
webinars offered via a WeChat number. The contact
email address indicated in the emails of this campaign is
pxbm111@763.com, which is hosted on the China Network
Communication Group, a free email service provider.

DeepSeek + Human resource management practice drives HR professional capabilities
improvement

+ Office efficiency doubled

[May 21-22 Shanghai] [3800 yuan/person] (lunch, tax, coffee break included)

Contact: Mr. Wang 189 1710 7812 (WeChat) | Inquiry or cancellation: please send an email to
pxbm111@163.com

Course background:

Figure 4. Translation of the text on the message body on the first
DeepSeek scam email.



Security Best Practices: Fighting Al Threats
with Al Solutions

There is no doubt Al technology will continue to advance and
become more sophisticated in the coming years and threat
actors will follow this trend and develop new ways to abuse it.

Al's growing sophistication means it is now more challenging
to fight Al-fueled attacks using traditional defenses. In a
survey" conducted by MIT Technology Review, 60% of
C-level respondents stated that human-driven responses to
cyberattacks can’t keep up with automated attacks.

Threat actors still favor email as their time-tested attack
vector for launching automated attacks. Additionally,
they’re upping the ante by using Al to evade security filters,
automate attacks, create phishing content, and even use Al
as a clickbait topic as a lure. This emphasizes the criticality
of strengthening defenses using Al solutions to detect and
thwart new and emerging threats and risks.

Using an Al- and ML-powered cybersecurity solution such as
MailMarshal' can allow technology organizations to detect
known and unknown email-based threats.

MailMarshal is powered by the Blended Threat Module
(BTM), a technology that allows it to conduct in-depth, real-
time URL scans using several advanced Al-fueled updates:

= PageML™: A real-time scanning module that inspects
HTML content, extracts features, and applies ML-based
classifiers to determine if a page is suspicious or otherwise.

= PhishFilter*: A heuristic and scoring-based tool that
looks at more than 1,000 tell-tale fingerprints and traits
used by phishing actors, including headers and message
structures.

= URLDeep™: Uses deep learning to calculate the probability
of a URL being phishing-related or otherwise.

= D-Fence'®: Leverages Machine Learning when inspecting
the email headers and body to provide a prediction on
malicious intent.

Aside from using Al-powered cybersecurity solutions,
technology organizations must harden their security postures
by using Al technology that was built with a security-
first mindset. When using LLM applications, technology
companies must be mindful of all indirect and direct inputs
and must ensure the principle of least privilege be applied to
any API or internal resource that LLMs can access.

Cybercriminals will continue to exploit what's working and
kick things up a notch with Al, which is why technology
companies need to ensure that they have hardened security
by adopting security by design principles, investing in regular
employee training sessions, conducting regular security
audits, and having a robust, multilayered security solution.
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